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Runners in Santa Claus garb compete Sunday in the annual five-kilometer Santa Dash in Liverpool,

England. More than 7,000 Santas turned out for the charity run, which this year raised funds to
build a sports center in memory of Rhys Jones, an 11-year-old killed in Liverpool three years ago.
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Senators say
U.S. tax deal

within reach

By JENNIFER CORBETT DOOREN

WASHINGTON—Top Sen-
ate lawmakers said Sunday
they believed they were mov-
ing closer to a deal that
would keep the Bush-era tax
cuts from expiring at the end
of the month and extend un-
employment insurance bene-
fits.

The comments were made
Sunday on talk shows, a day
after the Senate turned aside
two attempts by Democrats to
permanently extend the tax
cuts for the middle class.

They also came a day after
President Barack Obama said
he’d be open to a temporary
extension of tax cuts for the
affluent, but in exchange for a
year-long extension of unem-
ployment insurance, among
other political bargaining
chips.

The tax cuts enacted under
President George W. Bush will
expire at the end of the year
unless Congress approves an
extension and President Ba-

rack Obama agrees to it.

Republicans want to main-
tain the cuts for all income
levels while Obama and most
Democrats want only to keep
the reductions for individuals
earning $200,000 or less or
couples earning $250,000 or
less.

Speaking on NBC’s “Meet
the Press” Senate Minority
Leader Mitch McConnell, (R.,
Ky.), said he was “optimistic”
that Congress and the White
House would soon agree to a
tax deal that would include a
measure to extend unemploy-
ment insurance benefits.

“I think it’s pretty clear
that taxes are not going up on
anybody in the recession,” he
said. “We are discussing how
long we should maintain cur-
rent tax rates.”

He also said Republicans
support extending unemploy-
ment insurance saying the
controversy is “not about
whether to do it but about
whether to pay for it.”

Unemployment insurance

typically provides benefits to
unemployed Americans for 26
weeks but the federal govern-
ment can extend benefits and
typically does so during eco-
nomic downturns.

Congress has already
passed several such exten-
sions during the current re-
cession.

Speaking on CBS’s “Face
the Nation,” Sen. Jon Kyl, (R.,
Ariz.,) the Republican Whip,
said, “I think that most folks
believe the recipe would in-
clude at least an extension of
unemployment benefits for
those who are unemployed
and an extension of all of the
tax rates for all Americans for
some period of time.”

Also speaking on the
same program, Sen. Dick
Durbin,(D., Ill.,) the No. 2
Democrat in the Senate, said
lawmakers “were moving in
that direction” when asked if
tax cuts would be extended
for upper-income people.

On Saturday the Senate
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Cables reflect tensions
over terrorism funding

By KEITH JOHNSON

WASHINGTON—Leaked
diplomatic cables show con-
tinued U.S. frustration with
the lack of cooperation from
Arab and Muslim countries in
fighting terrorism financing,
almost a decade after stop-
ping the flow of funds to ex-
tremists became a central
part of U.S. counterterrorism
strategy.

While al Qaeda’s ability to
raise funds has been ham-
pered, and by some accounts
is at its lowest level since the
Sept. 11, 2001, attacks, U.S. of-
ficials struggle to persuade al-
lies such as Saudi Arabia and
Pakistan to crack down on the
illicit financing of other ex-

tremist groups.

That is particularly impor-
tant since some of those other
groups, such as Lashkar e-
Tayyiba of Pakistan, are grad-
uating from regional to global
terrorism threats.

The latest batch of leaked
cables was reported by the
New York Times and the
Guardian Sunday, a week after
the self-described whistle-
blower website WikiLeaks
started publishing its cache of
a quarter-million U.S. diplo-
matic cables.

U.S. politicians continued
to take aim at Wikileaks
founder Julian Assange over
the weekend. Sen. Mitch Mc-
Connell (R., Ky.) called Mr. As-
sange a “high-tech terrorist.”

WikiLeaks, under virtual fire
all week, has an additional
cache of sensitive U.S. docu-
ments prepared for publica-
tion if its website is closed
down, the U.K.s Sunday
Times reported.

The cables related to ter-
rorism financing include dis-
patches from 2007, 2009 and
2010. They show that, nearly
a decade after the Sept. 11,
2001, attacks, U.S. officials
continue to press countries
such as Saudi Arabia, Kuwait
and Pakistan to make fighting
terror financing a bigger pri-
ority.
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Facts say get on with restructuring

By IRWIN STELZER

“Europe is
difficult to
understand for the
markets,” says
Christine Lagarde,
French finance
minister. Actually, it isn’t.

Investors understand that
Greece, its debt scheduled to
reach 160% of GDP in 2013, is in a
hole from which it will not emerge
until it restructures its sovereign
debt. Its banks, their profits
plummeting in part because of
windfall taxes, are shut out of
international capital markets.
Ireland is a victim of a decision by
its government to make its
taxpayers bear the cost of the
bankers’ folly in lending to mad
property developers. Spain is in a
trap: the more it cuts spending,
the more its economy declines,
the higher its 20.7% jobless rate
soars, and the more likely it is
that the deficit will stick at
around 10% of GDP. Portugal’s
people are the poorest in the
European periphery, its economy
hasn’t grown in years and it
cannot compete in world markets.
Italy’s mostly family-owned
businesses— over 80% of all
workers are employed by firms
with fewer than 250 employees
—can’t get credit or compete with
overseas rivals unless Italy
devalues its currency, which its
membership in the euro bloc
makes impossible. The word of
the existing governments in these
countries means little, since all
are likely to be turfed out in the
next elections.

And then there is Germany, the
deep pockets of the euro zone. So
far, chancellor Angela Merkel has
persuaded her voters to allow her
to play Florence Nightingale to
the euro zone’s wounded, or Santa
Claus to the economically
stricken—pick your metaphor.
But—who would have imagined
this a few short months ago—the
markets are beginning to cast a
wary eye on German bunds as the
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French Finance Minister Christine Lagarde leaves a cabinet meeting in Paris.

possible extent of Germany’s
obligations to its euro colleagues
and the shaky condition of its
banking system become clearer.
Andreas Dombert, a member of
the Bundesbank’s executive board,
worries about the banking
system’s “vulnerabilities and
structural weaknesses.” Rates on
bunds are inching up, and U.S.
Treasurys are outperforming
them.

Markets also know another
thing. Sitting atop this volcano is
a bureaucracy that is fractured,
indecisive, incoherent and without
sufficient resources to contain
what it likes to call “the
contagion.” Euro-zone bureaucrats
alternately proclaim an existential
threat to their common currency,
and attempt to reassure the
markets by promising that no
nation is too big to bail.

The peripheral countries
have to borrow huge sums in
2011, at growth-stifling
interest rates if unaided.

Meanwhile, the bailers wage an
internecine war to the
consternation of investors who
loathe uncertainty.

The International Monetary
Fund worries that austerity will
produce a downward spiral of
spending cuts, reduced economic

growth and therefore lower
revenues to the treasury, followed
by more spending cuts to shore up
the treasuries’ take, in a cycle that
can only be arrested by more
spending, now. The European
Central Bank opposes such a
stimulus, and argues that the path
out of this mess is more austerity,
which it argues will restore
confidence and spur growth.

The euro-zone authorities
want to shield investors from
losses, lest they raise the price of
the capital they make available,
while the zone’s most powerful
member, Germany, insists that
investors and creditors share any
losses from restructuring. Which
causes them to demand still
higher premiums to make capital
available to struggling euro-zone
governments and banks.

Germany’s chief government
spokesman Steffen Seibert says
there are no plans for a joint
fiscal policy, while EU Economic
Affairs Commissioner Olli Rehn
works on ways to promote a euro-
wide fiscal framework. Belgian
Finance Minister Didier Reynders
calls for an expansion of the
bailout fund, and Bundesbank
President Axel Weber admits the
fund may have to be increased.
But Jeanette Schwamberger, a
spokeswoman for the German
finance ministry, says, “There is
no need to expand the fund.”

The Tower of Babel has been
replaced by the Tower of Brussels.
All of this against the

background of facts that the
market full well understands.
“Facts are stubborn things,” wrote
John Adams in 1770, “and
whatever may be our wishes ...
they cannot alter the state of facts
and evidence.” Take that, Lagarde.

The facts are these.

The peripheral countries will
have to borrow huge sums in 2011,
at growth-stifling interest rates if
unaided. Italy, already Europe’s
largest bond borrower, will tap
the markets for €340 billion ($455
billion), Spain will have to sell
€160 billion to €180 billion of
10Us, Portugal is estimated to
need €40 billion to €60 billion
cash. Banks and companies in the
euro zone will have to roll over
billions more. But the support
institutions may not have the
resources to help Spain, with an
economy twice the size of those of
Greece, Portugal and Ireland
combined, or Italy, an economy
half again as large as Spain’s.

The ECB’s exposure to
periphery countries’ sovereign
and bank debts is such that a
haircut of the magnitude the
markets are signaling would
virtually wipe out its €78 billion
of capital and reserves. Another
port of call for the insolvent, the
European Financial Stability Fund,
hasn’t sufficient resources to bail
out the larger economies, and will
soon be borrowing money to lend
to countries that can’t repay their
current borrowings. And the IMF
is hoping to double its lending
capacity so that it can lend to
heavily indebted countries. Lots of
new lending to replace lots of old
lending.

Finally, there is the dangerous
interconnection of the financial
system. One-third of Portuguese
banks’ foreign lending has been to
Greece, Ireland and Spain; German
banks have over a $400 billion
exposure to peripheral-nation
banks, $550 billion if exposure to
Italian banks is included.
Evolution Securities reckons that
German, French and British banks
have a €1.2 trillion exposure to
banks in the peripheral countries
(including Italy).

Dominoes, anyone?
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Spain reopens skies after walkout

By ANA GARCIA
AND SANTIAGO PEREZ

MADRID—Spanish airports and
airlines were operating at full ca-
pacity on Sunday after the govern-
ment reopened the country’s air-
space and forced striking air-traffic
controllers to return to work.

The government decreed a state
of alarm on Saturday, taking emer-
gency measures after controllers
throughout the country walked off
the job Friday afternoon, forcing au-
thorities to close Spain’s airspace
for 18 hours and stranding thou-
sands of travelers at the country’s
airports.

Socialist Prime Minister José
Luis Rodriguez Zapatero ordered
the Defense Ministry to take over
air-traffic control Friday night. He
then issued a decree Saturday
morning requiring controllers to re-
turn to their workplaces or face le-
gal action, measures not seen since
the times of the dictatorship of Gen.
Francisco Franco.

“There is military supervision,
but the environment is calm” at air-
traffic facilities, César Cabo, spokes-
man for air-traffic controllers union
USCA, said on Facebook.

The labor dispute takes place at
a time of unprecedented economic
turmoil, with the Spanish govern-
ment seeking to lower spending and
raise taxes as part of an effort to
put its finances on track following
the collapse of the country’s once-
booming real-estate and construc-
tion sectors.

On Friday, it announced a series
of economic measures to raise some
€14 Dbillion ($18.5 billion) through
the partial privatization of the na-
tional lottery and airport operator
AENA, as well as the management of
Madrid’s and Barcelona’s airports by
private companies.

Monday and Wednesday are na-
tional holidays in Spain, and many
families travel to reunite in a coun-
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Several hundred passengers waited at check-in counters at Madrid-Barajas international airport early Sunday.

Controllers say the new regulations
will severely limit parental and sick
leaves, among other things, and
viewed them as the latest attempt
by Public Works Minister José
Blanco to shake up their sector.

Earlier this year, Mr. Blanco said
he would be curtailing some of the
privileges of Spanish controllers,
which he said were among the high-
est paid in Europe.

The government also will require
medical examinations of controllers
who called in sick en masse.

Mr. Blanco said Sunday the gov-
ernment has so far opened more
than 400 disciplinary cases.

Friday’s decree limiting parental
and sick leaves was seen by control-
lers as an act of aggression. “It was
dynamite, it drove people com-
pletely crazy,” Mr. Zamit said in a
telephone interview.

However, scenes of infuriated
travelers at overcrowded airports
not seen since this spring—when
ashes from a volcano in Iceland
forced the closure of most of Eu-
rope’s airspace—sparked a public
backlash against controllers.

try that relies heavily on domestic
air transport. On Saturday alone,
more than 2,600 flights were can-
celed.

Flagship carrier Iberia Lineas
Aéreas de Espaiia SA said it plans
to operate more than 600 flights
Sunday, after increasing staff on
duty by 30% to reschedule flights
and assist stranded passengers.

Spain’s No. 1 airline by revenue
canceled most flights on Friday and
Saturday, and urged passengers not
to go to airports, as angry crowds
overwhelmed customer service and
call centers of most local airlines.
The company also had to secure
lodging for 4,000 clients, many of
whom had lost connections to trans-
atlantic flights.

Sunday, AENA said the number
of total cancellations fell to 165.

Lawsuit targets website
over ‘history sniffing’

By JEssicA E. VASCELLARO

Two California residents filed
suit against the owner of adult web-
site YouPorn, alleging it had vio-
lated cybercrime and consumer-pro-
tection laws by using surreptitious
technology to harvest information
about what websites they had vis-
ited.

The suit, which a lawyer for the
plaintiffs said was filed late Friday
in the U.S. District Court of the Cen-
tral District of California, is one of
the first to target a practice called
“history-sniffing,” which is drawing
increased scrutiny from regulators
and academics.

The technique generally relies on
the fact that Internet browsers dis-
play web links in different colors
based on whether the user has vis-
ited the particular link before. By
running some code inside a user’s
web browser, a company can tell
whether certain sites have been vis-
ited and create a profile of where
someone has been online without
them knowing. The complaint al-
leges that YouPorn used history-
sniffing to “peek into the Plaintiffs’
Internet visitation history” by ex-
ploiting a vulnerability in Web
browsers and failed to disclose they

were doing so to users. It seeks un-
specified damages, an injunction
against YouPorn and class action
status.

YouPorn owner Midstream Me-
dia International NV, based in the
Netherlands, couldn’t be reached to
comment.

It is the latest suit to take aim at
pervasive technologies that track
users’ online activities, often for
marketing purposes. Many other
suits and much recent regulatory
scrutiny has focused on “cookies,”
small text files that are placed on
users’ Web browsers when they visit
Internet sites. Companies can use
cookies to assemble profiles about
users’ interests for targeting ads.

Separately Friday, Quantcast
Corp., Clearspring Technologies
Inc. and a number of websites
agreed to settle several suits filed
against them this summer by indi-
viduals, who alleged they used on-
line-tracking tools that essentially
hack into a person’s machine with-
out their knowledge.

Consumers, academics and regu-
lators have begun to scrutinize a
wider array of targeting techniques,
including history sniffing.

—Emily Steel contributed
to this article.

In a country with a record-high
unemployment rate of 20%, the av-
erage annual salary of €200,000 of
Spain’s air-traffic controllers didn’t
encourage solidarity. The Workers
Confederation, one of Spain’s main
left-leaning unions, said the walkout
was illegal and irresponsible, affect-
ing efforts of unions to defend labor
rights. “Air controllers must comply
with labor legislation,” the union
said.

its flights in and out of Spain.

“We are deeply sorry about the
inconvenience caused to travelers,”
said Daniel Zamit, another spokes-
man of the air-traffic controllers
union. “But the government must
also share responsibility.”

The dispute with controllers es-
calated after the government intro-
duced on Friday new criteria for cal-
culating working hours for them.

On Sunday morning, many peo-
ple were still sleeping on the floors
of Madrid’s Barajas airport.

“At least, I was able to make
some friends,” said Ruth Mari, a
young traveler from the island of
Ibiza who spent all night at the air-
port on Saturday, seeking to catch a
flight to Galicia in northern Spain.

International airlines also were
forced to cancel or reroute most of
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Latin America offers lessons for Europe

By BoB Davis

Latin America has endured
more financial crises than any
other part of the world in the past
six decades. It’s learned lessons
that are important now for the
euro zone, which is coping badly
with financial wildfire.

Although the two regions have
very different levels of wealth,
there are important similarities.
Financial woes in both regions
skip from country to country via
trade, finance and group
psychology. Many Latin countries
tied their currencies tightly to the
dollar, leaving their monetary
policy in the hands of the Federal
Reserve, similar to the way euro-
zone countries ditched their own
currencies in favor of the euro and
the European Central Bank.

How to fight a financial crisis
that’s threatening to spin out of
control? The traditional recipe of
cutting budgets and slashing
social programs to pay down
debts, bolstered by International
Monetary Fund loans, can work,
Latin America’s experience shows.
Partly that’s because the IMF
essentially rolls over loans for
countries that make progress in
meeting the cost-reduction
targets. In Europe, the IMF is
working with a European fund to
craft rescue loans.

When investors abruptly pulled
money out of Brazil in 1998,
threatening to bankrupt it, the
IMF extended a loan that year, one
in 2001 and another in 2002. The
last IMF loan didn’t expire until
2005—giving Brazil seven years to
get its affairs in order, avoid
default and set it on a path to
growth. Even so, countries resist
turning to the IMF for loans
because the Fund requires big cuts
in spending and often tighter
monetary policy in exchange.

But other examples in Latin
America also show that default,
which euro zone countries are
struggling to avoid, can have a big
upside. “Restructuring can be less
painful than it appears provided it
is done cleanly and quickly,” says
Harvard economist Ricardo
Hausmann, who has long worked
on Latin debt problems. “There
have been restructurings that have
had salutary effects” by reducing

Associated Press

Demonstrators pour gasoline to burn
tires in Buenos Aires in December
2004, as thousands rallied to mark
the third anniversary of unrest that
kicked off Argentina’s economic crisis.

debt burdens.

Structuring a deal is tricky.
Andrew Powell, a senior
researcher at the Inter-American
Development Bank, distinguishes
between “market friendly”
defaults and “aggressive” defaults.
Jamaica—the Caribbean is
considered part of the Latin
American region—this year
persuaded more than 99% of
creditors to accept a reduced
interest rate on Jamaica’s
domestic debt and later
repayment. That reduced the
government’s yearly interest
payments by about one-third, Mr.
Powell estimates. The IMF and
multilateral development agencies
provided a $2.2 billion loan to
support banks, which held much of
the debt.

The downside: The market-
friendly solution didn’t reduce
Jamaica’s overall debt level of
140% of gross domestic product,
because the face value of domestic
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“For some African and Asian countries, the timeframe begins at independence.
Source: Economists Carmen Reinhart of University of Maryland and Kenneth Rogoff of Harvard.

debt wasn’t touched and foreign
debt wasn’t included in the plan.
“It gives you time to do the
adjustment, but you still have to
do it,” Mr. Powell said.

The most prominent example
of an aggressive default is
Argentina, which has been
essentially shut out of
international financial markets
since 2001, when it committed the

world’s biggest sovereign-debt
default, on $95 billion of bonds.
The country crammed down the
throats of its creditors a 70% hit
on the face value of the debt in
2005, and it still has many
holdouts who are trying to
pressure Buenos Aires into paying
more.

The upside: Argentina’s debt
load shrank by one-third after the

default, and it shifted into high
growth. Part of the reason for that
is the surge in demand for
Argentine wheat, meat and other
commodities, thanks to China. But
partly, it’s because the economy’s
growth wasn’t stalled by overly
burdensome debt payments.

“Aggressive debt defaults mean
yow’ll be classified as a rogue
debtor, youw’ll be excluded from
capital markets, but there’s the
possibility you might solve your
problems more quickly,” says Mr.
Powell.

Germany wants euro-zone
nations to force creditors to take
hits on their debt in future crises,
though it’s proposing a convoluted
financial plan that may make such
an outcome unlikely. But euro-
zone countries can’t devalue their
currencies to gain a competitive
advantage, as Argentina did,
unless they pull out of the euro.

Mr. Hausmann says such a
move would be difficult and have
unpredictable consequences but
could quickly reduce a country’s
foreign debt. If Ireland declared
one Irish pound equal to one euro,
it could turn euro debt into Irish
pound debt. Then it could let the
value of the pound float on
currency markets, he said. The
inevitable devaluation would boost
the country’s export
competitiveness, without
worsening its domestic debt load.

The case of Brazil in 1995
suggests a less-drastic alternative.
That time, the country was pulled
out of a financial funk when the
Argentine peso appreciated
rapidly because it was tied to what
was then a soaring dollar.
Brazilian agricultural exports
boomed as Argentina’s sank.
Argentina inadvertently became
an economic engine for Brazil.

Germany could play the same
role in Europe—though this time
by design—if it revved up
domestic demand to draw imports
from Ireland, Greece, Spain and
other troubled European
countries. Nobel Prize-winning
economist Joseph Stiglitz says
Germany would also need to help
countries slash their debts, rather
than just providing more loans.

“These countries [in Europe]
could probably survive with just
insisting creditors take haircuts,”
rather than leave the euro, he
says. “But they’ll need another
tool—a huge amount of aid.”

Can Germany keep pulling euro-zone load?

By BRIAN BLACKSTONE

Germany and the European Cen-
tral Bank have taken a tag-team ap-
proach to keeping the euro zone
afloat: The former supports the cur-
rency bloc’s economy, the latter its
financial markets.

Each has enough juice to play its
part into the new year. After that,
they may start to flag.

For now, markets want to see
that the two are willing and able to
do all they can to contain Europe’s
debt crisis. To that end, investors
will watch Monday’s release of data
on the ECB’s latest bond-buying ac-
tivity.

Talk in financial markets of
heavy ECB bond purchases last week
fueled a rally in debt issued by Por-

Bumpy ride

How many dollars one euro buys

Source: Thomson Reuters via WSJ Market
Data Group

tugal and Ireland. To show the ECB
brought out the big guns, econo-
mists said Monday’s report needs to

indicate purchases increased toward
€10 billion ($13.4 billion). That
would compare with the ECB’s aver-
age weekly bond buys of about €1
billion in November.

One caveat: Monday’s report will
include only purchases made up to
last Wednesday. Investors will have
to wait another week for data on
purchases made Thursday and Fri-
day.

Yet the ECB’s actions ultimately
are stopgap measures. More impor-
tant is the health of the German
economy, which accounts for 30% of
euro-zone gross domestic product
and has one of its lowest deficit-to-
GDP ratios. This gives it the ability
to cushion stagnation in Greece, Ire-
land and Spain, as well as the finan-
cial heft to lead rescues.

At the moment, German industry,
the backbone of its export-driven
economy, is ending 2010 on a high

The Bundesbank on Friday
forecast 2% German growth
for next year, down sharply
from this year’s projected
3.6% rate. In 2012, it
forecasts growth of just 1.5%.

note. Data due Wednesday are likely
to show a monthly rise in industrial
production in October of about 1%.
Coupled with robust consumer
spending (usually the Achilles’ heel

for Germany), the figures should
point to German GDP growth of
about 3% annualized this quarter,
cementing growth well north of that
for 2010.

Yet risks are mounting for 2011
when an uncertain global outlook
threatens exports. Germany’s cen-
tral bank, the Bundesbank, on Fri-
day forecast 2% growth for next
year. That is down sharply from this
year’s projected 3.6% rate, abnor-
mally high for what in recent years
has been a slow-growing economy.
In 2012, it forecasts growth of just
1.5%.

That may be enough to keep Ger-
man unemployment low. It doesn’t
necessarily leave a lot of scraps,
though, for euro-area laggards like
Greece and Ireland.
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Sarkozys see India’s sights ahead of talks Monday

= T
Agence France-Presse/Getty Images

French President Nicolas Sarkozy and his wife, Carla Bruni, visit Fatehpur Sikri, a ghost town that was the capital of the Mogul empire, Sunday. The couple made a
short stop at the Taj Mahal, the 17th-century monument to love, as part of the trip. Mr. Sarkozy is to hold talks with Prime Minister Manmohan Singh on Monday.
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U.K. lawmaker Mike Hancock

By NEIL SHAH
AND ALISTAIR MACDONALD

LONDON—The U.K. government
has detained a woman working in
Britain’s House of Commons on sus-
picion of spying, a crackdown that
could rattle the often frosty rela-
tions between Britain and Russia.

Mike Hancock, a lawmaker in the
U.K.’s Liberal Democrat party, said
on Sunday that his parliamentary
assistant, Ekaterina Zatuliveter, had
been detained Thursday by British
authorities and faces deportation
“on the basis that her presence here
was not conducive to the public
good,” his office said. Mr. Hancock
said his assistant plans to appeal.

Britain’s Sunday Times newspa-
per reported that U.K. Home Secre-
tary Theresa May has approved 25-
year-old Ms. Zatuliveter’s detention.

The Home Office declined to
comment. Mr. Hancock’s office in
Portsmouth South, in southern Eng-
land, referred back to the law-
maker’s news release.

Tensions over Ms. Zatuliveter’s
detention could chill British-Russian
relations, which have yet to recover
from Moscow’s refusal to extradite a
suspect in the poisoning of a former
KGB official in London. One U.K. se-
curity official said that despite the
end of the Cold War, Russian espio-
nage continues at high levels as the
country tries to gain British military
and commercial secrets.

While Mr. Hancock, who has no
ministerial post, wouldn’t have been
privy to many state secrets, any
proven spy connection would em-
barrass the UK., given that his as-
sistant would have had full access to
Parliament. Mr. Hancock’s Ports-

Russian-spy allegations

mouth constituency also contains a
large Royal navy base. It isn’t partic-
ularly rare for British lawmakers to
employ foreign nationals in such
posts. A special adviser to Foreign
Secretary William Hague is Bosnian,
while one of Deputy Prime Minister
Nick Clegg’s most senior staffers is
German.

According to Mr. Hancock, Ms.
Zatuliveter finished a master’s de-
gree at Bradford University in the
U.K. and had been working for him
on a work visa for 2% years.

British authorities questioned
her upon her return from a vacation
in August—an inquiry with which
she has been cooperating, Mr. Han-
cock said. “She could have left at
any time since then...but believed
she had done nothing wrong,” he
said. “No evidence has been given to
her as to the reasons for all this.”

U.K. companies see skills

By ILONA BILLINGTON

LONDON—The U.K. private sec-
tor is planning to add jobs in the
next 12 months, but concern is
growing that a lack of skilled work-
ers could dent hopes of filling va-
cancies.

According to a survey to be pub-
lished Monday by Pricewater-
houseCoopers, 28% of U.K. firms
polled said they plan to increase
staffing in 2011. While that is simi-
lar to levels in the U.S. and Europe,
concerns over a lack of suitably
skilled workers is more striking in

the UK., highlighting the possibility
of longer-term implications.

“The expected headcount in-
creases are encouraging news for
the job market and suggest the pri-
vate sector will be able to accommo-
date those public-sector workers
who are made redundant,” said
Michael Rendell, head of human-re-
sources services at PwC.

Still, 53% of U.K. companies say
that the current skills shortage rep-
resents the biggest challenge.

“The U.K. has lost its position as
the world’s most educated work
force, which is particularly worrying

as we come out of the recession and
may limit future growth,” Mr. Ren-
dell said, adding that companies
need to ensure money spent on
training is as closely monitored as
capital investment in order to get
the most from their work force, and
particularly new workers.

A lack of skills at a time just as
the economy is in great need of job
creation to help prop up the wider
economy will be worrying news for
the U.K.’s coalition government.

Government spending cuts mean
each department must slash their
budgets by between 25% and 40%,

shortfall

and in order to do so up to 330,000
public-sector jobs are expected to be
cut in the next four years.

The independent Office for Bud-
get Responsibility predicts a net in-
crease in employment over the com-
ing years, as it forecasts
increasingly strong growth in the
U.K.’s private sector.

But that forecast is seen as unre-
alistic by some economists, particu-
larly in 2011, when the bulk of jobs
will be lost and companies will be
competing hard for their share of
much diminished discretionary in-
come.

EU is dealt
a setback
on China

at WTO

By Joun W. MILLER

BRUSSELS—The World Trade Or-
ganization condemned European
Union antidumping tariffs on im-
ports of Chinese screws, handing
Beijing its biggest legal victory yet
at the Geneva-based body. EU offi-
cials described the decision as a sig-
nificant setback.

Legal experts said the victory is
a sign of the effectiveness of China’s
strategy of fighting foreign import
tariffs by hiring top-notch trade
lawyers and lobbying heavily at
WTO headquarters in Geneva.

The ruling, issued Friday, could
also set a precedent, making it
harder for the EU and the U.S. to im-
pose antidumping tariffs on devel-
oping economies, which argue that
factors other than state aid make
their products less expensive.

China joined the WTO in 2001.
Its exports to the rich world imme-
diately soared, leading to tensions
over currency values, public con-
tracts, access to the Chinese market
by Western companies and charges
of “dumping,” or exporting to a for-
eign country below cost.

The EU and the U.S. have made
extensive use of WTO rules that al-
low countries to impose tariffs on
dumped goods, frequently targeting
countries where the state plays a
large role in the economy. Between
1999 and 2009, China was the target
of 445 antidumping measures, or
24% of those imposed by all WTO
members combined.

That hasn’t sat well with the Chi-
nese government. Following the rul-
ing, Chinese Ministry of Commerce
complained of systematic “unfair
treatments” over the past decade.

Beijing started putting up a fight
around 2008, when it emerged as a
key player for the first time, in the
failed discussions on the Doha
Round of trade talks. About the
same time, it inaugurated a brand-
new mission, a football field away
from WTO headquarters. China also
started paying top dollar for expert
trade lawyers.

Since then, China has systemati-
cally challenged EU and U.S. tariff
increases. “They have a lot of com-
plaints against them, and they’ve
become adept at challenging other
countries,” Simon Lester, founder of
WorldTrade Law.net LLC, a Wash-
ington-based consultancy.

Import duties helped cut EU im-
ports of Chinese screws and fasten-
ers to $555.7 million in 2009 from
$1.39 billion in 2007. In July, China
appealed, and the WTO accepted
months later. China’s claim was that
the EU unfairly used costs in India
and the EU itself as comparisons
when determining what the screws
should have cost to make in China.

On Friday, the WTO accepted the
Chinese claim, agreeing with the
Chinese argument that manufactur-
ing in China is legitimately cheaper,
even without help from the state.

“It is important to note that this
is only an intermediary step because
the EU or China can decide to ap-
peal it. It is therefore too early to
speculate on what kind of impact
the ruling would have,” said John
Clancy, an EU spokesman. Privately,
EU officials said the ruling was a
significant defeat.
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Sidewalk graffiti draws
crackdown from cities

By Jim CARLTON

SAN FRANCISCO—Cities from
here to New York are cracking down
on a form of marketing that some
police liken to graffiti vandal-
ism—much of it paid for by such
marquee companies as Microsoft
Corp. and others.

The marketing technique entails
sending people out to plaster corpo-
rate logos and products on side-
walks and other public places. Pro-
ponents say it gives companies a
cheap and creative way to advertise
compared with conventional meth-
ods. But city officials across the U.S.
say the advertisers are defacing
public property, and shunting the
cost savings onto the public by add-
ing to cleanup and enforcement ex-
penses.

Authorities are imposing fines
and making arrests to try to corral
the activity. Last month, the San
Francisco City Attorney’s office said
it reached a $45,000 settlement
with Davis Elen Advertising of Los
Angeles for gluing fake money on
city streets in August to promote
Zynga Game Network Inc.’s social
game Mafia Wars.

In New York, police in July jailed
independent contractors working
with Brazilian sandal maker Havai-
anas on vandalism charges for sten-
ciling chalk ads on sidewalks.

Officials of Davis Elen and Zynga
declined to comment. San Francisco
officials said Zynga was unaware of
the campaign.

One of the lead contractors be-
hind the Havaianas campaign, At-
tack! Marketing of San Francisco,
said it agreed to remove hundreds
of the ads depicting a set of sandals
in New York, Chicago, Los Angeles,
San Diego and San Francisco.

“If we’ve offended anyone, our
objective first and foremost is to do
everything we can to right any per-
ceived wrongs,” said Christian Ju-
rinka, managing partner of Attack!
He added his firm conducted the
stenciling campaign at the behest of
another agency, London-based Cake
Group.

Cake officials didn’t return calls
for comment; a spokesman for Ha-
vaianas couldn’t be reached.

Marketing experts trace the gue-
rilla marketing trend to the 1980s,
when some agencies began using
street stunts to advertise products,
like parading a scantily clad model
in a public venue, such as the Parlia-
ment building in London. Its prolif-
eration in the past decade paralleled
a rise in “street art” around the
country, such as more stickers, fliers
and murals appearing in cities like
New York, said Piers Fawkes, who
runs a marketing-ideas website in
New York called PSFK.com. “What
happened is the marketing agencies
borrowed from that language,” Mr.
Fawkes said.

Graffiti vandalism is particularly
grating to cities as many grapple
with budget woes. City officials say
it can cost thousands of dollars to
clean up street art—even if made
with chalk—because crews have to
go out with steamers and other
equipment, and administrative ex-
penses are involved.

Companies like Microsoft down-
play any damage done. Last month,
the Redmond, Wash., software
maker admitted to a street-market-
ing campaign in New York and San
Francisco for its Windows Phone 7.

Microsoft officials said the company
and one of its marketing agencies,
GoGorilla Media of New York, used
“chalk art” in select neighborhoods
to promote concerts by Maroon 5
and Katy Perry related to the phone
launch.

On Nov. 10, Microsoft received a
“cease and desist” letter from San
Francisco’s public-works depart-
ment. Debbie Anderson, a Microsoft

spokeswoman, said, “The chalk de-
signs were temporary and have all
been successfully removed.” GoGo-
rilla declined to comment.

This isn’t the first time compa-
nies have gotten into trouble for
street-art marketing. In 2005, Gen-
eral Electric Co.’s NBC Universal
paid San Francisco $103,000 in fines
and other fees for stenciling ads for
the short-lived TV show “The 4400.”
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Sidewalk graffiti promoting Microsoft phone software near the corner of 17th
and Valencia streets in San Francisco.
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Inflation risk

By SUDEEP REDDY

Federal Reserve Chairman Ben
Bernanke took his message into
American homes Sunday evening,
defending the central bank’s contro-
versial bond-buying program on
CBS’s “60 Minutes” television pro-
gram and pledging that he is “100%”
confident he can prevent runaway
inflation.

Mr. Bernanke warned that the
economic recovery “may not be”
self-sustaining and called the chance
of unemployment remaining high
for a protracted period “the primary
source of risk that we might have
another slowdown in the economy.”

This was the Fed chairman’s sec-
ond appearance on “60 Minutes.” In
a March 2009 interview, he de-
fended the central bank’s response
to the financial crisis amid the back-
lash over bailing out insurer Ameri-
can International Group Inc. Since
the crisis, Mr. Bernanke has taken
his message to the public through
town hall forums and discussions on
college campuses.

Sunday’s TV interview, taped
Tuesday at Ohio State University
following a forum with business
leaders, came a month after the Fed
announced its plan to buy $600 bil-
lion in Treasury securities to lower
interest rates and stimulate growth,
in part by pushing investors into
riskier assets. The move drew sharp
attacks from foreign leaders, who
fear damage to their export sectors,
along with conservative economists
and politicians who maintain that it
will spur runaway inflation.

Mr. Bernanke called the inflation
fears “way overstated” and said he
has 100% confidence that he can act
quickly enough to keep prices in
check. “We’ve been very, very clear
that we will not allow inflation to
rise above 2% or less,” he said. “We
could raise interest rates in 15 min-
utes if we have to. So, there really is
no problem with raising rates, tight-
ening monetary policy, slowing the

Bloomberg News

is low, Fed says
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Fed Chairman Ben Bernanke says the possibility of extended unemployment is ‘the primary’ danger for the U.S. economy.

economy, reducing inflation, at the
appropriate time.”

Instead, Mr. Bernanke said the
Fed decided to embark on its bond-
buying plan because of high unem-
ployment and “very, very low” infla-
tion that put the economy at risk of
deflation. “We’re getting awfully
close to the range where prices
would actually start falling,” Mr.
Bernanke said. By acting, “the risk
is pretty low,” he said. “But if the
Fed did not act, then given how
much inflation has come down since
the beginning of the recession, it
would be a more serious concern.”

People who worry about infla-
tion are “looking at some of the
risks and uncertainties with doing
this policy action, but what I think
they’re not doing is looking at the
risk of not acting,” Mr. Bernanke

said.

He also said “it’s certainly possi-
ble” the Fed could expand the bond-
buying program beyond $600 bil-
lion. “It depends on the efficacy of
the program. It depends on infla-
tion. And finally it depends on how
the economy looks,” he said.

Mr. Bernanke also said “it
doesn’t seem likely” that the econ-
omy would fall into recession again
but suggested that could happen if
the unemployment rate remained
high “for a protracted period of
time.” The Fed chairman said re-
turning to a more normal unemploy-
ment rate of 5% or 6% could take
four or five years. Some economists
say that assessment is optimistic.

As lawmakers in Washington de-
bate extending tax cuts and cutting
the deficit, Mr. Bernanke said poli-

cymakers should focus on the long-
term structural budget deficit but
not take actions “that will affect
this year’s spending and this year’s
taxes in a way that will hurt the re-
covery.” He also endorsed efforts to
overhaul the tax code to increase its
efficiency and create more incen-
tives for investment.

Mr. Bernanke called the growing
income gap between rich and poor
Americans “a very bad develop-
ment” that’s based in large part on
education. “It’s creating two societ-
ies,” he said. “If you’re a college
graduate, unemployment is 5%,” he
said.

“If you’re a high school graduate,
it’s 10% or more. It’s a very big dif-
ference. It leads to an unequal soci-
ety and a society which doesn’t have
the cohesion...that we’d like to see.”

In erime lists, nuance is a victim

By CARL BIALIK

Criminologists
say an annual
ranking of cities by
crime rates is
guilty of statistical
offenses.

When CQ Press’s City Crime
Rankings were published recently,
they prompted headlines
nationwide, particularly in cities
that ranked near the top or
bottom. The rankings showed that
Detroit had the country’s highest
crime rate among the largest
cities, while El Paso was the least
dangerous.

But critics say such
comparisons are meaningless.
Cities differ markedly in how
tightly their borders are drawn
around their inner core, and how
much of outlying areas are
included within city limits can
have a big effect on crime levels.
The rankings are based only on
reported crime, and reporting
rates vary. Also, personal safety

varies tremendously depending on
lifestyle, income and
neighborhood.

“Knowing the city someone
lives in tells you next to nothing
about their risk for crime,” says
Richard Rosenfeld, a criminologist
at the University of Missouri-St.
Louis and a critic of the rankings.

CQ Press, which SAGE
Publications bought from
Congressional Quarterly in 2008,
says it is merely making available
public data and leaving it to
readers to draw broader
conclusions. “The numbers are the
numbers,” says Ben Krasney, CQ
Press’s spokesman. “It’s a starting
point for further research.”

The CQ Press ranking takes into
account a city’s per-capita
incidence of six serious crimes:
murder; rape; robbery; aggravated
assault; burglary; and motor-
vehicle theft. For each crime, the
editors calculate how each city’s
rate differs from the national
average. These are averaged to
produce an overall score, then
cities are ranked by that score,
which, roughly speaking,
represents the difference between

a city’s rate of serious crime and
the national rate.

This method produces some
quirks. A city with below-average
levels in five of the categories but
a very high level of, say, car theft
could score poorly. Also, if crime is
down nationally, a city whose
crime rate falls more slowly could
see its crime ranking rise. And
there is very little difference near
the middle of the rankings.

The Federal Bureau of
Investigation, which compiles the
data used by CQ Press, cautions on
its website against ranking cities
using the agency’s crime statistics.
“It’s apples to oranges,” says
Gregory Scarbro, unit chief for the
FBI Uniform Crime Reporting
Program.

Critics in St. Louis particularly
bemoan the emphasis on ranking
by city, saying metropolitan
areas—which also are ranked by
CQ Press, but get less
attention—are a fairer unit of
comparison. In recent years, St.
Louis consistently has landed near
the top of crime rankings, while its
metro area has ranked outside the
top 100 in violent crime.

Prof. Rosenfeld notes that
crime varies more within a city
than between cities, as different
neighborhoods, age groups and
lifestyles—for example, a tendency
to be away from home late at
night—all affect crime rankings.

To adjust for these factors,
Prof. Rosenfeld and other
criminologists in a group called
Improving Crime Data for several
years have been releasing city
homicide rankings adjusted for
demographic factors such as
median income and unemployment
rates. In 2008, Detroit had the
second-highest homicide rate
among 63 cities, but was 53rd
highest after the adjustments.

Yonkers, N.Y., touted its own
ranking system, which compares
the city only with relatively large
urban areas and counts all major
crimes equally. “It’s more fair to
compare Yonkers to a city like
Newark, or Louisville, Ky., than to
a city of 50,000 to 60,000 people
in the middle of Iowa,” says city
spokesman David Simpson.

Learn more about this topic at
WSJ.com/NumbersGuy.

Tax deal
looks to be
within reach
of lawmakers

Continued from first page
failed to get enough votes to bring
to the Senate a House bill passed on
Thursday that would have extended
the lower tax rates for individuals
who earn less than $200,000 and
couples earning less than $250,000
with a vote of 53-36.

A vote of 60 would have been
needed to allow the bill to come to
the Senate floor.

Lawmakers then defeated a sepa-
rate attempt by a vote of 53-37 to
raise the threshold for middle-class
tax cuts to $1 million and then ex-
tend that tax level permanently.

Republicans unanimously op-
posed both votes along with some
Democrats.

Mr. Obama called the Saturday
votes “very disappointing” and said
the issue of the tax cuts renewal
needed to be resolved shortly.

After the Senate votes, President
Obama told Democratic congressio-
nal leaders he would be open to a
temporary extension of the Bush-era
tax cuts for the affluent, but he
would demand concessions from the
GOP: a year-long extension of unem-
ployment insurance and tax cuts for
middle-income and working poor
Americans that were in the stimulus
law but also expire at the end of
this year.

Those include the Making Work
Pay tax cut of $400 for middle-in-
come individuals and $800 for cou-
ples, a tuition tax credit, an ex-
panded earned income and child
credit for the working poor, and a
payroll tax credit for new hires.

That package would cost the
Treasury around $150 billion a year.
But without it, taxes would still rise
for 95% of Americans, a White
House official said.

House lawmakers approved legis-
lation permanently extending the
lower tax cuts for middle class
Americans on Thursday.

Democrats castigated Republi-
cans, saying that in the first oppor-
tunity in the Senate to pass a mea-
sure extending the Bush tax cuts for
most Americans, the GOP decided to
vote against such legislation. Before
the November midterm elections,
Democrats pushed just for the re-
newal of lower tax rates for people
earning less than $200,000—what
they termed middle-class Ameri-
cans.

Sen. Mark Begich (D., Alaska)
said that only around 315,000 Amer-
icans earned more than $1 million a
year, saying that Republicans had
chosen to defend those wealthier
people at the expense of the rest of
the country.

After the drubbing they received,
Obama and congressional Demo-
cratic leaders made it clear they
would be open to an agreement that
saw all the tax cuts renewed at least
temporarily.

Republicans have argued
throughout that with the weak eco-
nomic conditions in the U.S., it
would be a mistake to raise taxes
for anyone.

Talks continue between congres-
sional lawmakers and top adminis-
tration officials about what would
be the exact constructs of a biparti-
san deal.

—Jonathan Weisman
contributed to this article.
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U.S.-Korea trade pact fortifies ties

By EvAN RAMSTAD

SEOUL—The U.S. and South Ko-
rea over the weekend finally fin-
ished reshaping a sweeping free-
trade agreement that had been
stuck in legislative limbo since 2007,
making compromises that drew
some political criticism here over
fairness but not enough to harm the
likelihood of ratification.

Trade Minister Kim Jong-hoon,
in a nationally televised news con-
ference that lasted more than an
hour, on Sunday rejected critics
who, before hearing details, were
accusing his negotiating team of
caving in to U.S. pressure in the re-
vising the agreement.

He also denied acting too swiftly
to make a deal in the aftermath of a
North Korean attack on South Ko-
rea, an event that prompted Seoul
to look to Washington for reassur-
ance of their decadeslong defense
alliance.

“I only negotiated this on the ba-
sis of economic principles,” Mr. Kim
said.

The pact, which requires legisla-
tive approval in both countries, is
the largest by value of trade volume
anywhere in the world since the
North American Free Trade Agree-
ment took effect in 1994 involving
the U.S., Canada and Mexico.

U.S. President Barack Obama said
it would support at least 70,000
American jobs, an important selling
point as he pushes for ratification in
the U.S. Congress.

The floor speaker of South Ko-

European Pressphoto Agency

South Korean Trade Minister Kim Jong-hoon speaking on the trade agreement at a Seoul new conference on Sunday.

rea’s opposition party derided the
revised agreement as an “economic
attack” and a “humiliation.” But
leaders of the ruling party, which
controls 171 of the 299 seats in par-
liament, endorsed the changes and
said ratification is likely.

The U.S.-South Korea deal
doesn’t open every economic seg-
ment in either country. But it is ex-
pected to boost two-way trade,
which amounted to $69 billion last
year, by $10 billion or more, and

slightly narrow South Korea’s sur-
plus with the U.S.

To clinch the deal, South Korea
agreed to new steps to open its auto
market to U.S. producers. Chief
among those steps was that it will
allow U.S. makers to sell as many as
25,000 vehicles a year using U.S.
safety standards rather than Korean
ones.

South Korea’s auto rules are a
mix of domestic, U.S. and European
standards that have stymied foreign

manufacturers because they require
modifications to a small volume of
production. As a result, foreign
brands account for only about 6% of
overall vehicle sales in South Korea,
making it one of the most closed
auto markets in the world. The top-
selling U.S. brand in South Korea,
Ford Motor Co., sold 3,100 units
from January through October,
about 0.2% of the overall market
volume of approximately 1.2 million
vehicles.

Auto imbalance
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Mr. Obama had hoped to secure
a revised agreement during his trip
to Asia last month for the G-20
summit hosted by South Korea. The
talks foundered, in part because
South Korean officials had told the
Korean public for weeks they would
make no compromises. Mr. Obama
left Seoul empty-handed, but the
appearance that the U.S. was willing
to walk away from the deal alarmed
South Koreans, Seoul officials said.
The pact gives a lift to Mr.
Obama’s efforts to double U.S. ex-
ports by 2015. “Essential to that is
opening new markets around the
world to products that are made in
America,” Mr. Obama said in Wash-
ington on Saturday.
—Elizabeth Williamson
in Washington contributed
to this article.

Beijing or

dered hacking

of Google, U.S. cable says

By LoReTTA CHAO

BEIJING—Leaked U.S. diplomatic
cables are shedding new light on the
atmosphere of suspicion and tension
between the U.S. and China sur-
rounding a massive rupture between
Google Inc. and the Chinese govern-
ment.

The cables, gathered by the
WikiLeaks website and published by
news organizations, include allega-
tions that sophisticated cyber at-
tacks on Google, which the company
publicly complained about early this
year, were ordered by top Chinese
leaders. They document how China
put growing pressure on Google
over the years to censor its searches
within China. According to one ca-
ble, authorities may have stepped
up the intimidation last year by ask-
ing three state-owned telecommuni-
cations companies to stop working
with the U.S. search giant.

This year, Google decided to stop
cooperating with authorities and
move its search services out of
mainland China, putting at risk its
future in the world’s biggest Inter-
net market, by number of users.

Several news organizations, in-
cluding the New York Times and the
Guardian, were given access to the
more than quarter-million cables
before WikiLeaks began making
them public late last month. The ca-
bles on Google, some of which were
published on those newspapers’
websites, were based on research
and conversations with various indi-
viduals, many by officials from the

U.S. Embassy in Beijing. Names of
sources were redacted on some ca-
bles, making it hard to assess their
credibility. Details couldn’t be inde-
pendently verified.

One cable noted that Google’s
announcement early this year that it
would stop cooperating with Chi-
nese censorship regulations “pre-
sented a major dilemma” for the
Chinese government because it
made Google more interesting and
attractive to Chinese Internet users,
like “forbidden fruit.” It also said
accusations made at the time by
Chinese authorities that Google was
working with the U.S. government
to undermine the Chinese govern-
ment were part of a strategy to “ap-
peal to Chinese nationalism.”

Another cable recorded conver-
sations with Dan Piccuta, formerly
deputy chief of mission at the U.S.
Embassy in Beijing, and unnamed
individuals about Google facing in-
creasing censorship pressure be-
cause a Politburo member allegedly
entered his name into its search en-
gine and discovered that the com-
pany’s global site is uncensored and
that Chinese-language searches in-
cluded results critical of him.

The cable said three ministries
were asked to demand that Google
cease its “illegal activities,” which it
said included providing links from
its Chinese website, which was fil-
tered at the time, to its unfiltered
global website. Google declined be-
cause it was “against company prin-
ciples.”

Google didn’t immediately re-

spond to a request for comment.

Efforts to compromise with au-
thorities failed, and an individual
whose name was omitted from the
published cable said that China had
asked telecom companies to stop
working with Google.

This would be a “hard blow” be-
cause Google was betting heavily on
mobile Internet in China, the indi-
vidual said.

The cable recommended a “high-
level” U.S.-government response be-
cause even though the individual’s
information wasn’t verifiable, com-
mercial retaliation by the govern-
ment on Google seemed “quite pos-
sible” and was “cause for serious
concern.”

Google’s later decision to pub-
licly refuse cooperation with Chi-
nese censors did have commercial
consequences.

The New York Times reported
that one of the cables traced cyber
attacks on Google to senior propa-
ganda official Li Changchun and top
security official Zhou Yongkang,
both members of the Politburo
Standing Committee, the Chinese
Communist Party’s nine-member
governing group, based on informa-
tion from an unnamed Chinese
source with elite family connections.

The attacks “had been coordi-
nated out of the State Council Infor-
mation Office with the oversight” of
Mr. Li and Mr. Zhou, the cable said,
according to the report.

Attempts to get comment from
the Chinese government and the in-
dividuals named were unsuccessful.
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Mumbai ‘handlers’ identified

By AMOL SHARMA

NEW DELHI—David Headley, the
Pakistani-American who pleaded
guilty in U.S. federal court to aiding
the 2008 Mumbai terrorist attacks,
identified voices of some key con-
spirators in the gruesome shooting
spree, a top Indian official said.

Indian investigators played intel-
ligence phone intercepts for Mr.
Headley during an interrogation this
year, said the official, Home Secre-
tary G.K. Pillai. The U.S. made Mr.
Headley available to Indian officials
for questioning in Chicago in early
June. India had pressed for access
to him on U.S. soil because his U.S.
plea deal barred his extradition.

Mr. Pillai said in an interview
that Mr. Headley was able to iden-
tify three out of four Pakistan-based
“handlers” for the attacks in those
recordings. Mr. Headley told investi-
gators he personally had two han-
dlers, one from the militant group
Lashkar-e-Taiba, which India be-
lieves carried out the attacks, and
one from Pakistan’s spy agency, the
Inter-Services Intelligence.

Mr. Pillai said information from
Mr. Headley’s interrogation in early
June and other evidence was sub-
mitted to Pakistan this summer to
further the country’s prosecution of
those responsible for the deadly
rampage in Mumbai, in which 10
gunmen killed more than 160 people
at some of the city’s top tourist
spots and hotels. But Pakistan is
making “no progress” despite In-
dia’s leads, Mr. Pillai said.

“I don’t think they’re going to do
anything about it,” Mr. Pillai said,
adding that he believes that Paki-
stan’s moves so far to advance the
case are a “facade” and that it isn’t
pursuing the people in the “control
room” who orchestrated the attacks.
He said Pakistan is wary of cracking
down on top militants, for fear they
will “sing” and implicate Pakistani
government officials in the attacks.
“They just can’t do it,” he said.

Abdul Basit, a spokesman for
Pakistan’s foreign ministry, said In-
dia this summer gave Pakistan the
names of six Pakistani nationals, in-
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Firefighters try to douse fires as smoke rises from the Taj hotel building in Mumbai after the November 2008 attacks.

cluding two people believed to be
serving or former military officers,
who Mr. Headley said were involved
in the Mumbai attacks. But he said
Pakistan has been unable to identify
these people, whom Mr. Headley
likely knew by pseudonyms.
Pakistan has strongly denied
having any role in the Mumbai at-
tacks. It has charged seven people in
its Mumbai investigation, including
Lashkar-e-Taiba members, but their
trials haven’t started. Indian offi-
cials have been frustrated at what
they see as stalling tactics, a major
reason attempted peace talks be-
tween the nuclear-armed rivals ha-
ven’t got off the ground this year.
Mr. Headley, the 49-year-old son
of a Pakistani diplomat and an
American woman, was arrested by
U.S authorities in October and
pleaded guilty in March in a Chicago
federal court to several terrorism-
related charges. He acknowledged
attending training camps in Pakistan
operated by Lashkar-e-Taiba and
conducting surveillance of several
Mumbai targets ahead of the attacks

as well as helping co-conspirators
find landing sites in Mumbai for at-
tackers arriving by sea.

Mr. Headley’s attorney, John
Theis, said Sunday that the plea
agreement his client signed in
March “requires him to cooperate
with authorities.” Mr. Theis
wouldn’t comment on the specific
claims that Mr. Headley identified
the voices of key conspirators. “As
to any meetings he may or may not
have had with law enforcement, I
couldn’t comment,” Mr. Theis said.

Mr. Pillai said Mr. Headley’s in-
terrogation revealed a “sophisti-
cated command-and-control” net-
work that orchestrated the attacks.
Each handler he identified on the
tapes was responsible for a different
target—one for the Taj Mahal Palace
hotel, one for the Chabad Jewish
community center and so on.

Among the names India turned
over to Pakistan was Sajid Mir, who
India believes was one of the mas-
terminds of the Mumbai attack as a
top official in Lashkar-e-Taiba. The
intelligence intercepts India has

turned over to Pakistan are strong
evidence of Mr. Mir’s role, Mr. Pillai
said. He said he has told Pakistani
officials, “I’ve given you the photo-
graph, I’'ve given you the voice tran-
script, the guy is in Pakistan. You go
catch all the Sajid Mirs you’ve got in
Pakistan, match the voice transcript,
and you’ve got your guy.”

Under his plea deal, the U.S.
agreed not to extradite Mr. Headley,
a decision that has made it more
difficult for India and Pakistan to
use his testimony to help prosecute
those whom he identified as respon-
sible for supervising the attacks. Mr.
Pillai said the U.S. made that deci-
sion “unilaterally” and “without
consulting either India or Pakistan.”
As a result, he said, Mr. Headley’s
statements can’t be used in Indian
or Pakistani courts, though his iden-
tification of Mumbai planners on
voice recordings has furthered In-
dia’s investigations into the attacks.

A U.S. embassy spokeswoman in
New Delhi declined to comment.

—Tom Wright
contributed to this article.

Mediator intervenes in Ivory Coast

By WILL CONNORS

Former South African President
Thabo Mbeki arrived Sunday in the
Ivory Coast to try to break a politi-
cal stalemate after two rivals de-
clared themselves the winner of the
country’s first presidential election
in a decade, plunging the West Afri-
can nation into a fresh crisis.

Mr. Mbeki met Sunday in Ivory
Coast with the two presidential can-
didates: incumbent Laurent Gbagho
and his challenger, Alassane Ouat-
tara. There were no immediate de-
tails available about the talks.

The borders of the country—the
world’s largest producer of co-
coa—have been closed since Thurs-
day. They were temporarily opened
to allow Mr. Mbeki’s plane to land.
Mr. Mbeki was sent by the African
Union in an attempt to find a peace-
ful way out of the crisis and to help
prepare the ground for a legitimate
government.

On Saturday, Mr. Gbagbo was
sworn into office at a ceremony
mostly boycotted by the interna-
tional community. Mr. Ouattara was
sworn in later that day at a hotel

fortified by United Nations’ peace-
keepers.

The dueling ceremonies marked
the latest twist in a protracted, and
at times violent, contest to lead a
country still recovering from the
end of a civil war earlier in the de-
cade. Ivory Coast remains sharply
divided, and parts of the country
are heavily armed.

The government has had a
power-sharing agreement since
2003, but that tenuous unity is no
longer evident. Both candidates
have dug in their heels, posing a
stiff challenge for the mediator in
the election dispute, Mr. Mbeki.

“[Mr. Mbeki] has got that job of
trying to persuade them to almost
jump at the same time,” said Nic
Cheesman, a lecturer at Oxford Uni-
versity in African politics. “Given
the history of broken promises and
weak institutions [in Ivory Coast],
that’s going to be the thing that’s so
hard to get.”

A key task for Mr. Mbeki will be
keeping the northern-based rebel
movement, the New Forces, vested
in the election’s outcome. Their
leader, Guillaume Soro, served as

prime minister in a power-sharing
government with Mr. Gbagbo since
a peace deal signed in March 2007
to end the civil war.

Mr. Soro has pledged to support
Mr. Ouattara. The former economist
named Mr. Soro prime minister Sat-
urday after declaring himself the
new president.

“At this point we’re not ready to
take any action,” Cisse Sindou, chief
of staff of the New Forces cabinet,
said in a phone interview. “We think
the war is over and we should focus
on a peace accord. Saying that, if
anyone attacks us, we’re going to be
forced to defend ourselves, but we
hope we never get to that point.”

On Thursday, the country’s inde-
pendent electoral commission gave
Mr. Ouattara 54% of the vote. That
verdict was officially approved by
the U.N. peacekeeping mission,
which has a mandate to certify the
elections as part of a peace deal.

The U.N has access to all 20,000
results sheets, and foreign govern-
ments, including the U.S. and
France, have endorsed the electoral-
commission results. The African
Union also has taken the rare step

of unequivocally backing Mr. Ouat-
tara as the victor.

Despite the international support
for his opponent, Mr. Gbagho’s camp
claimed victory after the head of the
country’s constitutional council
threw out about half a million votes
from the northern part of the coun-
try, where in the first round Mr.
Ouattara won a large majority.

Election observers criticized the
move. The Atlanta-based Carter
Center “saw no evidence of system-
atic irregularities that would have a
significant impact on the results.”
Moreover, it found that the coun-
try’s constitutional council “misap-
plied the electoral law by choosing
to annul partial results,” according
to a statement from the Carter Cen-
ter.

Meanwhile, the New Forces, like
many armed groups in the country,
are seen as wild cards in the elec-
toral standoff. Mr. Sindou of the
New Forces said his group wouldn’t
consider a power-sharing agree-
ment, and urged Mr. Gbagbo to step
down.

—John James in Abidjan, Ivory
Coast, contributed to this article.

U.S. shows

frustration
on funding
of terrorism

Continued from first page

However, the cables do show no-
table progress in just a few years. A
cable from 2007 reports that Presi-
dent George W. Bush was “quite
concerned” and sent a letter to
Saudi King Abdullah.

A dispatch from earlier this year,
in contrast, highlighted Saudi Ara-
bia’s “important progress in com-
bating al-Qaida financing emanating
from the country....Al-Qaida’s ability
to raise funds has deteriorated sub-
stantially, and it is now in its weak-
est state since 9/11.”

A senior U.S. administration offi-
cial, while declining to comment on
the leaked cables themselves, said,
“The U.S. government has made ter-
rorist financing a high priority and
raised the issue consistently with
countries all over the world, espe-
cially in the Gulf, and, as a result of
those efforts, we have put substan-
tial financial pressure on al-Qai’da.
One of the principal reasons for this
progress is an increased prioritiza-
tion of this issue by Saudi Arabia. In
the past 2 years, for example, we’ve
seen the Saudi Arabian government
disrupting terrorist financing net-
works, seeking to delegitimize the
practice of funding terrorism, and
holding terrorist financiers publicly
accountable.”

Still, there are concerns. Donors
in Saudi Arabia, for example, are de-
scribed in a December 2009 cable
from Secretary of State Hillary Clin-
ton as “the most significant source
of funding to Sunni terrorist groups
world-wide.”

Qatar’s counterterrorism record
is described as “the worst in the re-
gion” in the same cable.

Kuwait, alone among its neigh-
bors, doesn’t have a law against ter-
ror financing.

Pakistan systematically blocks ef-
forts by the U.S. and United Nations
to curtail the financing of extremist
groups.

The cables illustrate that the bat-
tle against terrorist financing is sty-
mied by many of the same forces
that have bedeviled it for years.

Islamic charities continue to be a
significant source of funding for ex-
tremist ideologies, despite years of
talks about regulating charitable
giving in countries such as Saudi
Arabia. Mrs. Clinton’s 2009 cable
singled out three Saudi charities:
the International Islamic Relief Or-
ganization, the Muslim World
League, and the World Assembly of
Muslim Youth.

“[TThese groups continue to send
money overseas and, at times, fund
extremism overseas,” the cable says.

Terrorism is funded by a range of
activities, many of which are diffi-
cult to target with regulatory mea-
sures. The Afghan and Pakistan Tali-
ban, for example, have used drug
smuggling and kidnapping to raise
large amounts of money.

Importantly, terrorist attacks are
cheap, meaning even small amounts
of money reaching extremists can
have an impact. The October air-
cargo plot hatched in Yemen, for ex-
ample, cost just $4,200, according
to an article in the English-language
magazine of al Qaeda in the Arabian
Peninsula. By some estimates, the
Sept. 11 attacks cost about
$500,000.



