N/A Internal N/A QuickSec rekeying switch N/A This enhancement is for the device without
enhancement IPsec rekeying function.
N/A Internal N/A ZylLog Enhancement for QuickSec |N/A ZyLog Enhancement for QuickSec engine for
engine debug usage.
N/A Internal N/A Memory leak in DNS Inbound Load |N/A Memory leak in DNS Inbound Load Balancing
Balancing module. module.
Medium |130401361 |Coventry |Reboot USG300 |USG300 has reboot problem with a cycle.
Low 130701485 |DE USG 50 - SNMP Status USG50 |USG 50 SNMP status is wrong.
SPR: 1307221709
High 130801770 |CH USG1000: HA Backup FW 99% USG100 [USG1000: HA Backup FW 99% CPU
CPU 0 SPR: 1308303581
Low 130704361 |DE ADP log problem USG300 (The source address of ADP log will be the IP
address which is after NAT.
High 130802428 |CH USG1000: HA synch. does not USG100 (We add an enhancement that Device-HA sync
work 0 will include IDP customize signature.
Low 130802620 |Taiwan USG300 Online Helps has wrong |USG300 [The description for “Forbidden Web Sites” is
description in Content filter. incorrect in the online help.
It should be *bad-site.com, not bad-site.com.
Medium |130803743 |DE USG-20W / NAT can 't work to USG20W |USG will not save the MAC address.
Server with BR1 WIFI SPR: 130903152
Medium |130103364 |DE [AIM SOFTWARE] USG-1000 / USG100 SNMP will occupy CPU resource
SNMP with High Ping/CPU and 0 )
Througout Issue
Low 130905885 |CZ USG 300 and alerts USG300 |[Customer concern that there is not needed in
HA "alert" that "Version for Certificates is the
same, skip update", this can be ok like log.
Medium |131001353 |DE USG 3.30 / Dynu DDNS cannot USG50 [Dynu DDNS cannot work as with .net
work as with .net




Medium |131004038 |DE USG FW 3.30 (Patch 1) ESP USG100 [When packet size larger than MTU value, the
fragmentation Don't fragment bit of ESP packet is still setup
on and then USG gets a "destination
unreachable (Fragmentation needed)" from
WAN's gateway.
N/A Internal N/A QuickSec Performance Tuning N/A QuickSec Performance Tuning
N/A Internal —|N/A \[NPItPrT F,’,Lff,f o 1 e wil N/A [PPTP] Set connection ID with “dot”, the PPTP
not be create. interface will not be create.
SPR: 31126467
N/A Internal N/A 3.30 MyZyxel 2.0 will cause some |N/A 1. ZAV expired. KAV is licensed. DUT is set
issue on AV/CF service. KAV. User fails to update AV signature.
2. BlueCoat CF license expired. Commtouch is
licensed. Change CF from BlueCoat to
Commtouch fail.
Medium [130900205 |Italy https management on port 10444 |USG20 |[The customer change the HTTPs port as 10444,
then the GUI can’t open any more.
SPR: 130904308
Medium [131003539 |SK Content Filter - Incorrectly USG300 |[If there is configured Content filtering HTTP
displayed Deny message in Web Category Filtering and users issues denied
Windows 7 Web Page, in Internet Explorer is not correctly
displayed Denied Access Message which is
configured on USG, and only displays "Page
cannot be displayed" which not the Denied
Access Message.
Low 131102290 [Sweden USG 2000 - Memory/CPU usage USG200 |[Customer’'s USG2000 is very often at very high
0 memory usage, at the moment 96%.

There is no command to show the details of the
memory usage.
We add a new CLI command “debug system

drop-caches” to drop the inactive memory.




Low 131100487 |NL IOP issue between USG USG20/2 |If we connect USG WAN port to Genexis
20/100/200 and ZyWALL 110 0W/50 |FiberXport OCG-1012m_v1, USG can’t get WAN
Ethernet WAN port and Genexis IP. If we setup a switch between USG WAN port
FiberXport OCG-1012m_v1 and Genexis FiberXport OCG-1012m_v1, then
USG can get WAN IP.
Low 131104862 |UK USG20 - lots of request to CF DNS |USG20 ([There are lots of requests per second to those
server DNS server.
cf.zyxel.com
iprepl.zyxel.ctmail.com
iprep5.zyxel.ctmail.com
iprep2,3,4 etc
SPR: 131203217
Medium [131103596 |CZ USG 100 and BWM doesn "t work [USG100 (When set up BWM: Incoming Interface: lani;
ok Outgoing Interface: wanl; Inbound/Outbound:
512kbps, But only download Bandwidth can be
controlled as speedtest result
(0.55Mbps/13.42Mbps).
SPR: 131204321
Low 131005943 |Cz USG 100 and daily logs USG100 [Email Daily Report logs graphs are empty.
SPR: 131111615
Medium |131102399 |Coventry |Problems with port statistics USG20 (1. When PC1 is connected to USG port2 we

have normal port statistics (graphic and
grid).

2. When we connect PC2 to the port3 the
statistics for port2 still appears but the
graphic for port3 doesn't work.

Tx B/s and Rx B/s still= 0 for port3 (as
attached “pic-1") even if we are sure the
traffic from PC2 currently exists.

After reboot of USG the statistics shows for
both ports in normal way.

SPR: 131202059




Low 131006197 |DE Copyright information of ZW 310 |ZW310 |When DUT sends Daily report, ending of daily
shows 1995 -2007... report information, there is a sentence makes

customer feel bad.

Low 131004935 |CH Request for SOP USG100 [The customer used Win8.1 to establish the SSL

0 full tunnel mode. And enabled “Force all client
traffic to enter SSL VPN tunnel” function.
But seems not work.

Medium (131100618 |US Change Device-HA setting cause |USG300 |We have to wait the WEB GUI back if adding
WEB GUI timeout after enabling monitor interface after enabling Device-HA.
this function

High 131005908 |CH USG100: FW 3.30 cannot achiv USG100 (The customer concern the 3.30 firmware will
same performance as FW 3.00 cause bed performance.

Also customer has upgraded the firmware to
3.30 patch 2, but if enable BWM through put
still not good.
SPR: 1311201126

Low 130803915 |DE traffic will be drpped randomly USG200 ([The traffic of server 192.168.10.5 will be
dropped by the firewall rule randomly. The
customer needs to reboot the USG to recover
it.

Medium (131005078 |DE USG200 Problems with WAN1 USG200 [WANL1 is DHCP client role and configured
when setup connectivity-check connectivity-check for its gateway. From

syslog, it shows WAN1 is set to DEAD
frequently without reason.

Medium (131002462 |CH USG-100 CPU high when deleting |USG100 [The customer’s concern is if delete few IPSec
several phase 1 or phase 2 vpn rules (phase 1 or phase 2), the device will not
rules. response any more.

SPR: 1312171094

Medium (131100133 |CH USG-50 Dyna premium not USG50 (In Dynu Premium setting of DDNS, the warning

working note should hind in user name check box.
SPR: 1312171095
Medium |131005922 |France [USG 100] AD Alternative Login USG100 |AD Alternative Login Name Attribute can’t work

Attribute

on firmware 3.30, it works on firmware 3.00.
SPR: 131105256




Critical 130905233 |DE USG-2000 / WK27 and WK33 USG200 |Device HA is disabled on both devices before
crash by boot progress or first 0 upgrading to debug FW WK37.
tunnel established After FW upgrading, the ZySH daemon dead.
After removing the configuration of device HA
then uploading the revised configuration to the
device, it works and is back to normal.
SPR: 131104173
Medium {131000402 |Philippines |USG 300 some config are missing |USG300 |Some configurations such as IP MAC binding
and content filtering policy can’t be completely
uploaded to device after the attached
configuration file is applied.
SPR: 131000402
N/A Internal N/A [Zysh]Use Ixload do Stress test CF[N/A Use Ixload do Stress , CF daemon is dead.
daemon is dead. SPR: 131126459
Low 131104862 |UK USG20 - lots of request to CF DNS |USG20 ([There are lots of requests per second to those
server DNS server.
cf.zyxel.com
iprepl.zyxel.ctmail.com
iprep5.zyxel.ctmail.com
iprep2,3,4 etc
Medium |131203698 |Tanzania |New model of Huawei E303 dongle|USG100 |Customer has issues with a new version of
not compatible Huawei E303 dongle with firmware version:
22.158.13.00.73.
Low 131202199 |PL GPRS/EDGE commands for 3G USG100 (Since customer need using GPRS/EDGE

modem

because in his office GPRS/EDGE is much more
stable then WCDMA in Poland,

But when customer chooses option
“GPRS/EDGE (GSM) only”, then they using
Monitor on device, still stay in WCDMA.

SPR: 1401241253




Medium {140101349 |CN Zilar\/PN login will show internal |USG200 SSL VPN Full tunnel mode doesn’t work.

Medium |130902058 |Coventry [USG100 - USB Flash USG100 |Device has hang issue, because IPSec VPN

daemon loop.

Medium {140103025 |CZ USG 100 cannot change default USG100 [USG in defaults, customer log in and change
password after first set up password to different one based WEB GUI

request, this new password work fine but USG
save it only in running configuration and not to
startup config, and after switch off/on or reboot
USG it will back to original password.

SPR: 1401281429

Critical [140102361 |CH Activation of Commtouch CF not |USG50 |The device activated CF Commtouch service

possible and Bluecoat without service. Then uploaded
the configuration with Bluecoat configuration.
After applied the configuration and reboot the
device, the device shows error message in

N/A Internal N/A ZyLog Enhancement for QuickSec |N/A ZyLog Enhancement for QuickSec

N/A Internal N/A Turn off dhcp arp_check in USG20W (Turn off dhcp arp_check in USG20W default
USG20W default configuration. configuration.

N/A Internal N/A Support wI_an cc_)nflg file wI'_nch N/A Support wlan config file which support bridge
support bridge interface with interface with lan1/lan2/dmz/wlan-1-1
lanl/lan2/dmz/wlan-1-1

N/A Internal N/A [SSL VPN] RDP is not success for [N/A [SSL VPN] RDP is not success for each test.
each test. SPR: 131220299

Medium (140104045 DE USG20 / DDNS (noip) feature USG20 |[NO-IP DDNS provider has enhanced a feature

enhanced.

called sub-account to avoid mistake updating.
USG cannot support the sub-account format
with ":" in configuration field.




Critical (140201672 |DE USG-300 / crash totally after USG300 [USG-300 with 23 configured VLANS (just
create 23 VLAN create). When modify and click OK the CPU go

up to 99% for a few minutes 3-6 minutes.

Fixed two issue in WKO03:

1. Cannot add a new VLAN interface through
GUI interface.

2. Collect diagnostic info will cause device
crash.

Medium (140103024 DE USG-20 / alert ,system ,App USG20 [(When wanl_ppp disconnected and re-connect,

Watch Dog the ZyWALL show "alter System App Atachdog
reach 97%" issue.

N/A Internal N/A Stress on USG300, device crash. |N/A Stress on USG300, device crash.

N/A Internal N/A Device always shows CPU high but |N/A Device always shows CPU high but CPU is not

CPU is not high actually high actually
SRP: 140227779
N/A Internal N/A Extended arp entry size to 65536 |N/A Only on USG1000 and USG2000.
High 140103540 |CZ ZyWALL 110, AD, L2TP VPN ZW110 |Customer using Windows 2008 and older can
doesn 't pass build L2TP from AD server work fine,
But from 2008R2 and next (AD server
2012 "virtual server") doesn 't work in same
condition.

Medium |140200748 |India SSL VPN not working USG100 [The customer usually gets the message
“Cannot create Tap routing interface. Please
logout and retry again.” after SSL VPN is
logged in.

Low 140201667 |UK USG 1000 / PCI Compliance USG100 [PCI Compliance failed.

/3097 0
Low 140103672 |Sweden SSH key support USG 10007 All SSH daemon with public key authentication

disabled




High 140203461 |.ec USG1000 / CF enable and USG100 |(CF service is enabled, the download speed
download file from keepvid issue. |0 decreases to 30KB ~ OKB.
CF service is disabled, the download speed
back to normal (around 2000 KB)
N/A N/A N/A pro daemon dead. N/A Use domain name to access revProxy url.
N/A N/A N/A .'IO_‘ES SMTP port change z_and SMTP IN/A Add SMTP port change and SMTP TLS support
support for log settings and f i . .
; . or log settings and email daily report
email daily report
Medium (140203512 |Coventry |USG50 - Antivirus USG50 |[Customer daily reports on mail message can’t
sync with real license status.
Low 140203590 |Sweden CLI: 49 Error Code: -53000 USG100- [The customer claims that he gets the error
Plus message on USG100-PLUS after a while
(around 10 minutes) when he is logged on to
the dashboard
CLI: 49 Error Code: -53000
High 140204106 |DE USG100plus - Cannot update AV  |USG100- |Customer has a new USG100plus. He activated
Signature - FW 3.30 Patch 4 / ITS |Plus device on MyZyXEL.com 2.0 and AV / IDP
WKO05 services. But, he cannot update AV signature
successfully.
The AV signature version was
Anti-Virus Engine Type: ZyXEL 2.0
Current Version: 0000
Signature Number: 0000
Released Date: n/a
SPR: 140314501
High 140203489 |TW Static IP address on ZLD 3.30 USG200 (Static IP address on ZLD 3.30 Device-HA legacy
Device-HA legacy mode will be 0 mode will be 0.0.0.0, and the LAN traffic cannot

0.0.0.0

go out.
SRP: 140310265




N/A Internal N/A \Ijg::(s:ieoﬁozcllaange MyZyXEL to N/A Force to change MyZyXEL to version 2.0
N/A Internal N/A If my address set 0.0.0.0 and Peer|N/A If my address set 0.0.0.0 and Peer Gateway set
Gateway set domain name in domain name in IPSec VPN Phasel , IPSec VPN
IPSec VPN Phasel , IPSec VPN cannot be established.
cannot be established. SPR: 140314584
Low 140300657 |Sweden VPN setup wizard issue USG300 (When using wizard to create a new VPN policy,
there is a risk of overwriting and old address
object if it has the same policy name as the
new policy.
Medium (140201212 |DE USG-300 / IPv6 issues crash ZySH |USG300 |Incorrect Firewall filtering of IPv6-Traffic if
dead destination Object is IPv6-Subnet having prefix
other than /64.
Low 131102290 |Sweden USG 2000 - Memory/CPU usage USG200 |[Customer’s USG2000 is very often at very high
(#131203383) 0 memory usage, at the moment 96%.
We add a CLI command to manually free
memory.” debug system free-more-memory”
Low 131204955 |DE NAT rule is not working after a USG20W |When device is running a period time, the 1:1
period time. NAT rule is not working as well.
Medium |140302321 |Coventry |USG100 - Configure with BWM USG100 |[Customer configuration file at Policy BWM #127
becomes default becomes default.
Critical 140302055 |CH Zywall USG Series | wrong UsG If turn on USG and without internet connection.
registration page after firmware Series After finished booting process, the device
update from 3.00 AQQ.4 to 3.30 registration page will keep on myzyxel.com 1.0.
AQQ.4 If connect with internet, the device will register
to myzyxel.com 1.0 but not 2.0.
High 140302259 |DE USG-300 / again IPv6 issue in USG300 [(When firewall rule activate, the firewall function

firewall and address module

blocks traffic even the source IP is not defined
in the firewall rule.
SPR: 140414636




Critical (131107014 |DE USG-2000 / urgent VPN issue USG200 |After upgrade from 3.00 WK37 to 3.30 WK43
Skidata, ZySH dead, no vpn ‘s can |0 the ZySH daemon crash the USG boot and
build VPN s can 't established.

High 140301445 |Fr [USG] Anti-Spam issue USG100 [When enabling Anti-Spam function.

If receiving the mail with attachment(over 3
MB), then the client can't receive success.

Medium |140300757 |DE USG-Series - German WebGUI USG In German language platform, It is wrong of
login screen shows -Need Series 4th note in main login page.
Translate- ioint-4

N/A Internal N/A SSLVPN SecuExtender upgrade N/A SSLVPN SecuExtender upgrade from 3.0.19.0
from 3.0.19.0 to 3.0.20.0 to 3.0.20.0

N/A Internal N/A IPSec tunnel, one side press N/A IPSec tunnel, one side press disconnect button
disconnect button successful but successful but the other side still show
the other side still show connected connected icon.
icon. SPR: 140423212

Low 140400393 |UK USG 100 / Authe Policy Behavior |USG100 |[Auth policy will revert back to force.

Low 131201085 |AU USG VPN IPSec failure USG300 [SPI:0x0 SEQ:0x0 No rule found, Dropping

packet.

Low 140201613 |Sweden USG 50 - L2TP issue USG50 (The L2TP tunnel goes up without any issues

and traffic can be sent via the VPN tunnel.
After approximately 1 minute to 60 minutes the
L2TP VPN tunnel suddenly goes down.
SPR: 140401005
Medium {131205712 [Denmark |USG 2000 - L2TP issue USG200 (The L2TP tunnel goes up without any issues
0 and traffic can be sent via the VPN tunnel.

After a while (less than an hour) the L2TP VPN
tunnel suddenly goes down, and re-connection
takes a long time.

SPR: 140401005




Low 140300566 [Sweden RDP USG not working with flash USG50 |[This is an old ticket(#130200113) reported in
2013 February.

When connecting trough RDP by SSL VPN and
then surfing the Internet, the user lose
connection to RDP machine.

Critical (140400954 |Tr content filter error USG300 [When enabling the Content Filter function, it
will pop out the error message, and can't
access to internet any more.

Medium |140401175 |India Unknown Error comes after enable |USG200 |After enabling content filter, an error message

content filter in USG-200 pops up.

High 140401076 |UK USG 200 High CPU Usage USG200 |CPU is high on DHCPD process.

Medium (140302644 |DE SMTP TLS / Daily-Report does not |USG200 |Email Daily Report seems like not working as

work since WKO09 well even click Send Report Now button, there
is no any SMTP packet send out from USG.

Medium |140401282 |DE USG-100 / SSL VPN with IE 11 USG100 |[Win 8 + IE11 connects to reverse(proxy) SSL

fails RDP (White page) VPN and click RDP application, the page of RDP
application is white.

N/A Internal N/A [CF] Unknown engine type N/A [CF] Unknown engine type problem cause can't

problem cause can't search local search local cache issue.
cache issue. SPR: 140508537
Medium |140400564 [Coventry |USG-300. SSL VPN Applications USG300 |Customer need SSL Server address can be
Feature Request sorted by alphabetical order from A to Z.
Medium |140500164 |DE USG-200 / SSL VPN Secu Extender|USG100 |SecuExtender account cannot be login after
can 't login after firmware device's firmware upgrading from 3.00 patch2
upgrading to 3.30 patch4. (Even 3.30 p4 wk13)
The SSL VPN login page becomes user aware
page.
Low 140500365 |UK USG 50 SNMP Issue USG50 |No SNMP information.




N/A Internal N/A Make priority of IDP/AV hook in N/A
forward chain to become lower Make priority of IDP/AV hook in forward chain
than zypktorder such that IDP/AV to become lower than zypktorder such that
can receive in order packets to IDP/AV can receive in order packets to process.
process.
N/A Internal N/A change the default action of DHCP |[N/A change the default action of DHCP ARP check
ARP check Was: default action is enabled.
Is: default action is disabled.
N/A Internal N/A IPsec rekey failed in L2TP when N/A IPsec rekey failed in L2TP when IKE SA is
IKE SA is unavailable. unavailable.
N/A Internal N/A I;gr'gzsrekey failed while doing N/A L2TP rekey failed while doing stress
Low 140302499 |Sweden USG100-PLUS Internal Database |USG100 |The error message “Error Number: -18000
Error -18000 Plus Error Message: Internal database error!” pops
up on the GUI.
High 140401076 |UK USG 200 High CPU Usage USG200 |USG 200 High CPU Usage
Medium [140500238 |NL Adjust Helo packet USG300 |When sending the daily report email, the email
is sent with the value "localhost" under the
EHLO packet.
The customer wants to know if it is possible to
change this value to a FQDN or a IP.
With the enhancement, If domain name is set
then domain name is used; otherwise if system
name is set then system name is used (Note:
USG has a default system name); otherwise
localhost is used.
Medium {140500954 |CH USG-200 Antispam issue mail USG200 |When enable Anti-Spam, the Email subject over

header is cut off after 50 caracters

50 characters, the subject will been cut.
SPR: 140220508




N/A Internal N/A Dﬁgl}gatgﬁli\évnh—?nfszzuilz I;,L::Iaertu ) N/A Duplicated BWM default rule priority CLI
Eonfigyconf P command in startup-config.conf.

Low 140500193 |US USG: 3G Support USG50 |3G card USB760 doesn’t work.

Medium {140600349 |US Issues with Content filter on USG [USG100 . ,

100 Content Filter doesn’t work

Medium [140600427 |US USG300 high CPU with AV USG300 |USG300 high CPU with AV

N/A Internal N/A ;I;r:g‘:)l;:tatatlstlcs function can enter IN/A Traffic statistics function can enter fastpath

Low 140600955 |UK USG 1000 license Transfer USG100 |Cannot sync with myzyxel.com 2.0.

Medium [140600333 |CZ USG 100 and connectivity check |USG100 |If WAN interface was set to down via
and fail back connectivity-check for around 15~30 minutes,

after the WAN interface is up, the traffic will not
pass through this interface unless I do some
change in the WAN trunk. It only happens on
the trunk interface with WRR load balancing
algorithm.

Low 140500409 |Sweden ZyWALL 110 - Port logg Error UsG In the current design, Port 0 in the log is equal
(Feature Request) Series to P1 on the dashboard, and Port 1 in the log is

equal to P2 on the dashboard, and so on.

N/A Internal N/A Z\::Ihsgtunii; Saitt(')?;igi;ﬁ Mt-(I;U' N/A When user set interface MTU, adjust mss
regolve TCP fragmentati)(l)n automatically to resolve TCP fragmentation
problem. problem.

N/A Internal N/A Update OpenSSL to the latest N/A Update OpenSSL to the latest version 1.0.0m

version 1.0.0m




Medium {140600040 |RU USG 2000 is rebooting when Anti- |USG200 |USG is rebooting when Antispam is on. It can

Spam on 0 reboot few times in hour. There is the message
"sessions-limit" before each reboot. But it
should not be the root cause. After turn off
Antispam, USG works normally.

SPR: 1407291192

Medium {140701233 |RU Problem with function of WAN port |USG100 |Problem with function of DHCP client on bridge

(DHCP client) interface.

WAN2 (Zydmz_p2) + vlan6 are belong to br6
interface and DHCP server is connected to
WANZ2 physical port but br6 interface cannot
get IP address.

SPR: 1407311342

Low 140701524 |UK PCI compliance show vulnerable |USG50 |PCI compliance show vulnerable.

Medium |140700657 |Italy external user/group and AD error [USG110 |AD account can’t be used to login or build SSL
VPN with the message "Login Denied Validate
user has failed."

N/A Internal N/A Traffic cannot enter fastpath N/A Traffic cannot enter fastpath

Medium {140700610 |CH USG-110 exeptions don't work for {USG110 |WAN interface setup as DHCP.

Web Authentication using SSO The customer concern the default firewall rule
blocking UDP 68 port traffic.(But WAN interface
still get IP address success)

Medium |140800030 |RU Detect unexpected WLAN Problem |USG20W |Log message shows weird message

N/A Internal N/A VRPT cannot receive about vlan N/A VRPT cannot receive about vlan and bridge

and bridge syslog(4.10 model)

syslog(4.10 model)
SPR: 140822831




N/A Internal N/A In Google chrome or Opera N/A In Google chrome or Opera browser. Upload a
browser. Upload a file ,the screen file ,the screen always stay in the system that
always stay in the system that file file to upload screen , even if the end of the
to upload screen , even if the end upload.
of the upload. SPR: 131213947

High 140701474 |Sweden Ghost calls v2 USG50 |When SIP ALG is enabled, softphone located in

lan will receive “ghost calls”.
Change AGL SIP default sip_direct_signalling
and sip_direct_media was enable.

Medium {140800486 |CH USG-Series: DynDNS cannot add |USG100 |The DynDNS function can’t use number as first
Pofile with starting number in characters.

Username

Medium |140700610 |CH USG-110 exeptions don't work for [USG110 [WAN interface setup as DHCP.

Web Authentication using SSO The customer concern the default firewall rule
blocking UDP 68 port traffic.(But WAN interface
still get IP address success)

SPR: 140814552

Low 140800119 |UK random dropping of sip calls USG50 |SIP phone call will be dropped randomly.

Medium |140800319 |DE USG210 / Download stock when USG210 |When enable UTM feature and start download it
UTM is activate change from fast to slow step-by-step till "0"

speed or just stuck and stop it.

Low 140800824 |Sweden USG(legacy)/ZyWALL series - ZW1100 |When using IE10/11 and go to Configuration >
IE10/11 issue Firewall, you are able to activate/deactivate the

"Enable firewall" button by clicking further to
the right in the page.

This issue doesn't exist when using Firefox nor
Chrome.

SPR: 140212279

Low 140800446 |US issues with secure-extender on USG50 |Cannot connect to CIFS server.

USG 50

Low 140800582 |CZ ZyWALL 310 and 3 AD servers ZW310 |2nd and 3rd AD server will not be queried when

logging via WEB GUI.




N/A Internal N/A rename config file to 64 characters|N/A The limitation of filename length are different
will fail with wrong CLI command between GUI, CLI, and help document.
SPR: 140922847
N/A Internal N/A CLI to match internal and external [N/A Add a new CLI command to show the
interface name. Customers need relationship between internal and external
to realize what the iface on the interface name.
SNMP "debug interface show mapping"
N/A Internal N/A CLI to match internal and external [N/A Add a new CLI command to show the
interface name. Customers need relationship between internal and external
to realize what the iface on the interface name.
SNMP "debug interface show mapping"
N/A Internal N/A html_mailer daemon dead htm|_mailer daemon dead
Medium [140600094 |NL Genexis model same problem USG20/2 |Update driver to fix IOP issue with Genexis
Ow/50 |FiberXport device.Affected products include
USG20/20w/50.
Medium {140900251 |CH USG-110 maximum characters for |USG In configuration file system.
the configuration-filename Series Renaming a config file and save it.
(1234567890123456789012345678901234567
.conf)The characters can over 25.
SPR: 140922847
Medium (140701132 |CH USG-100 read Ipsec and CPU USG Add SNMP VPN status and connection counter
information using snmp Series MIBs.
Medium [141000164 |IT block problem on usg2000 (gold |USG200 |After upgrading the firmware to 3.30 (AQW.5),
reseller EDP RENT) 0 the customer has the same problem. Device
will crash.
Critical 1141000156 |CH E:(S:E(%'ggg ngingl(gg:'ée;gfsed 2>8 _ |DHCP Client wrong (Ticket based on SBG3300

affected!)

but all USG also affected!)




Critical [141000155 |CH USG1100: IKE packet sent at USG110 |IKE packet sent at wrong interface and wrong
wrong interface and wrong IP 0 1P
Medium {140900251 |CH USG-110 maximum characters for |[USG110 |In configuration file system.
the configuration-filename Renaming a config file and save it.
(1234567890123456789012345678901234567
.conf) The characters can over 25.
Medium [140900380 |Germany |USG-1000 / L2TP can 't login user, |USG100 |[Unable to build L2TP connection from iPad2 and
crazy log message 0 Android(4.4.4) phone. The connection is built
successfully but closed right after.
Low 141000032 |Taiwan USG100-plus APP watch dog USG100 |The alert log "Image filesystem usage reaches
Plus 95%" appears in the log periodically.
Low 1:1888222 CH Z:aattglcir?ngeev?E;vaX” gone if USG110 Static ARP entry will gone if enabling device HA
Low 141000458 |CH USG all: static ARP entries get lost |USG110 |After add static IP & MAC on device.
after some time After few days the record is gone.
Medium |141000978 |Germany |USG-300 / limited admin cause USG300 |,. . . . .
; . - Limited admin account is unable to view
GUI timeout when edit policy route detailed configuration of policy rules
under 3.30(AQE.6)ITS-WK39- '
r56048
Low 141000788 SNetherIand USG 100 SSLv3 gesrci;es Turn off SSLv3 Support in Built-in serivce
Medium [140800642 [Sweden ZyWALL 1100 - VPN issue ZW1100 |Two VPN tunnels(site to site VPN) use the same
phase 1 setting.
Only one of the tunnels can be established.
SPR: 140714684, 140804120, 141103007
Low 141001045 |Taiwan USG 100/60/20 WebGUI show USsG It shows incorrect expiration date of licenses on
License Status error Series the GUI.




N/A Internal N/A PKI support SHA 384 and 512 N/A PKI support SHA 384 and 512
Medium {141000951 |CH USG310: New Problems with SHA- |USG When using for SHA256 as intermediate
2 intermediate Certificate Series certificate, the certificate path will shows
“incomplete path”.
Low 141100097 |PL VPN with certificate - USG200 USG200 |Validation result of my certificate is failed.
Medium |141100282 [Russia USG50. Increased CPU usage on |USG50 |The customer updates the USG50 from
3.30(BDS.6) 3.30(BDS.5) to 3.30(BDS.6) and can see that
CPU Usage increased slightly.
With no activity in the network the customer
has 20-30% CPU usage instead 5% on
3.30(BDS.5).
High 141100177 |Germany |ZyWALL 110 / VPN can "t build ZW110 |VPN tunnels can’t be built up after rekeying
after rekeying reboot solve it without reboot.
N/A Internal N/A Support Session Status Update. N/A Support Session Status Update.
Low 141200132 |SE After changing the subnet mask, [ZW310 |After changing the subnet mask, the pool size
the pool size is still limited. is still limited.
Low 141100648 |CH (L:Josngitizgogi:leunencrypted password in [USG200 Password didn’t encrypt in diaginfo.
Medium (141200336 [US 1<::Ii:/r:\lﬁll\ll'\asrglpdate failing on .6 USG50 DDNS cannot be updated successfully.
Medium (141100032 |DE USG310 / request need "space" USG310 |Support space as following field: Organizational

for certificate

Unit, Organization, Town, State (Province),
Country.




Medium

141100945

Russia

USG1000 - Device HA

USG100
0

Failed to synchronize backup device with
master device.

When trying to sync backup device manually,
backup device receives the signature from
master, the synchronize status gets stuck in
"Retrieving schedule-run sync for schedule-run
has succeeded".

Then backup device reboots, but booting from
startup-config.

Medium

141100552

China

IDP signature cannot update in
China.

USG100
0

Unable to update IDP signature after upgrading
from 3.30(AQV.2) to 3.30(AQV.6).

Low

141000415

Germany

ZW 1100 3.20 ITS WK 25 loses
VPN Connection

ZW110

The tunnel shows to be up in VPN Connections
in both sides.

However, no traffic can pass the tunnel and the
log on ZW1100 side shows tons of IPsec error
with "no rule found, Dropping ESP packet"

High

140900236

Germany

USG-100 / VPN Nailed Up issue

USG100

Tunnels to the other USG 100 disconnect after
some days working normally.

The tunnel is not up and it cannot be connected
until Inactivate and Active the tunnel.

Low

141100745

CH

USG-110 HA and ARP-table-entry
of the management IP

USG110

Management IP will carry dynamic MAC.

Low

140800138

CH

All USG Serie: log error mailed

USG110

The log msg="/USR/SBIN/CRON: (root) MAIL
(mailed 369 bytes of output but got status
0x0001)" is shown at debug log.

Low

141100761

CH

PAM-env: Unable to open config
file: No such file or directory"

uUsSG200

Device will keep printing specific log on Monitor
page.




Medium [141100753 |Russia USG300 - Signature Released USG The latest release date of IDP signature is
Date Series "2014-11-19 09:31:07". The customer found
last week that this time has not yet come.
The release date of IDP signature is "2014-11-
19 09:31:07", but the current time at the
customer's site is "2014-11-19
09:25:24"(GMT+3). We change to show correct
release date based on device zone setting.
N/A Internal N/A Do IxAutomate(UDP) throughput, |N/A Do IxAutomate(UDP) throughput, USG300
USG300 crash crash
SPR: 141222170
N/A Internal N/A In VLAN and Bridge after changing [N/A In VLAN and Bridge after changing the "IP Pool
the "IP Pool Start Address" and Start Address" and "Subnet Mask", the pool
"Subnet Mask", the pool size is size is still limited.
still limited. SPR: 141229525
Medium {141100503 |CH ZyWALL 310 - Strange behavior |ZW310 [When query old domain in few seconds, the
when ZiWALL is in DNS iroxi role USG will re-queried with internet again
N/A Internal N/A Add new CLI command and N/A Add two new CLI command
enhance load-balance debug show routing cache
message "debug system ip route show cache"
enable/disable/show load-balance debugging:
"debug system load-balance
{enable|disable|show}"
Medium (141100624 |CH USG-20 CPU load higher after USG20 |The bug fix is for another issue which IPSec
update to patch 6 wk43 daemon will cause CPU high.
Medium [141201088 |Russia USG100+ - Email Daily Report USG100 |In MONITOR > Anti-X Statistics > Anti-Virus,

the number of total files scanned is 0.




High 150200023 [TH USG 300 /TH/ Thaimart: USG300 |Customer have USG300 and they noticed
USG300_reboot issue. device will reboot once the CPU usage is too
high.
Medium {150200052 |CH USG40W: DDNS dynu can't work |USG40W |The DDNS can’t update success
Medium [141100801 |Russia USG 300 problems on 3.30(AQE.6)|USG300 Device zvsh daemon crashed
and 3.30(AQE.6)ITS-WK43 Y )
Medium {150200142 |CH USG110 WPA2-enterprise for USG110
controlled ap not working when Fix some potential bug.
usini ad as aaa-server
Medium {150300152 |CH USG100 zysh daemon crash after |USG100 |Device with the problem when added 5th DNS
adding fifth dns server on wanl server on WAN1 interface.
port
Low 150100588 |IT ip http secure port issue on USG110 |Fix to use GUI to upload the
applying startup-config.conf startup_config.conf may cause to alert error
message.
Medium |150100917 [Russia New OID for USG series USG The customer asks to add the following OIDs:
Series -VPN uptime and timeout (lifetime)
- the number of packets and octets through the
VPN-connection
N/A Internal N/A Certification issue in VPN GUI. N/A Set a vpn rule to use certifiaction, then modify

certification’s name. In vpn phasel certification
setting become null and reboot DUT will let
device change to default setting

SPR: 150306441




N/A Internal N/A Modify OIDs value from string to |N/A Modify the following OIDs from string to
counter64 counter64:
1.3.6.1.4.1.890.1.6.22.2.6.1.6 --> Number of
in-bound packets for the connecition
1.3.6.1.4.1.890.1.6.22.2.6.1.7 --> Number of
in-bound octets for the connection
1.3.6.1.4.1.890.1.6.22.2.6.1.8 --> Number of
out-bound packets for the connection
1.3.6.1.4.1.890.1.6.22.2.6.1.9 --> Number of
out-bound octets for the connection
N/A Internal N/A Device will apply Iastgooc!.conf N/A Device will apply lastgood.conf when reboot if
when reboot if enable policy ) ; )
enforcement in VPN connection enable poll_cy enforc_ement in VPN connection
rule which is added in VPN rule which is added in VPN concentrator
SPR: 150422472
concentrator
N/A Internal N/A Fix a vulnerability issue N/A The vulnerability we found on your
equipements is that the web interface does not
filter parameters. If an external user initiates a
tcp connection on the equipment he can
request internal websites.
N/A Internal N/A Import duplicate certificate into N/A Import duplicate certificate into device may
device may cause IPSec tunnel cause IPSec tunnel cannot build up.
cannot build up. SPR: 150306457
Medium |150300789 [Russia USG20W - WLAN GUI USsG In the settings of WLAN-interface, the input
20w fields "802.11 band" and "Channel" are
incorrectly positioned.
The problem occurs only in the browser IE 11.
Medium |150200484 |CZ USG1000 / CZ / crash with new USG100 |Not possible to log in to WEB GUI and SSH
firmware 0 after upgrading to 3.30(AQU.7)




Critical

150200430

FR

Operat2000 - Packet SIP

USG200

Customer has set WAN1 and WAN2_PPP as
trunk.

When WANL1 interface is dead, then traffic will
pass through to WAN2_PPP interface.

But after WAN1 interface is back(Or WAN2_PPP
is dead), the SIP traffic pass through to WAN1,
but will using for WAN2_PPP IP address.

Low

150301062

CH

USG310: VLAN interface strange
behavior

USG310

Different behavior for VLAN interface before/
after rebooting.

Low

150300850

NL

USG60 IP/MAC binding - Static
DHCP table

USG60

The customer recently tried to add the 97th
static DHCP address and received an error that
the limit(96) had been reached, but the USG
still partly updated the startup-config file that
then created an “incomplete entry” error each
time the USG rebooted.

He has to edit the startup-config and removed
the partial static entry and all was well again.

Medium

150400334

Russia

USG 300. zysh daemon crash

USG300

This is the same ticket as #141100801 USG
300 problems on 3.30(AQE.6) and
3.30(AQE.6)ITS-WK43. The customer replied
the device crashed again. It was without any
load. No traffic, only console connected.

N/A

Internal

N/A

Fix CSRF Pharming vulnerability |USG
series

Fix CSRF Pharming vulnerability

N/A

Internal

N/A

ticket#150600524 configuration),
device produce coredump

Modify interface wanl IP(With ITS [N/A

Modify interface wan1l ip(With ITS
ticket#150600524 configuration), device
produce coredump

SPR: 150622302

Medium

150301046

CH

VPN Tunnel

FTP Access to Device thru IPSec [USG20W

It's not possible to access on USG through an
IPSec VPN Connection (C2S or S2S) by ftp if
TLS is mandatory.




Critical (150200430 |FR Operat2000 - Packet SIP USG200 |Customer has set WAN1 and WAN2_PPP as
trunk.
When WANI1 interface is dead, then traffic will
pass through to WAN2_PPP interface.
But after WAN1 interface is back(Or WAN2_PPP
is dead), the SIP traffic pass through to WAN1,
but will using for WAN2_PPP IP address.
Medium [150400882 |Russia ZyWALL310 - Incorrect sorting by |ZW310 |When trying to sort the table (Hits) in
columns Dashboard by descending/ascending, sorting is
only by the first digit.
Medium [150200663 |DE USG2000 / DE / Anti-Spam cause |USG Mail from Internet > LAN with attached file
mail can't be arrived Series (over 1~2MB) can't be arrived.
Critical |150500821 |CH USG110: Loglam vulnerability UsG Current USG Serie is vulneral against the
Series LogJam attack.
Medium |150100917 |Russia _SNMP MIBs |_fOperStatus and US(_E SNMP MIBs ifOperStatus and ifSpeed are
ifSpeed are incorrect for port- Series ; D
A incorrect for port-grouping interface
grouping interface
High 150600688 |DE USG-300 / crash with WKO09, USG300 |USG300 will crash if trying to establish L2TP.
WK18 for L2TP with kernel issue
Medium [150600082 [US CF Report Server Not Showing or |[USG210 |The CF report in monitoring page and report
Reporting Any Statistics server record not match.
Medium [150600368 |CH USG110 - Can't send log with SSL [USG110 |Some ISP mailserver does not support

encryption with some providers

STARTTLS. We add a option to diable
STARTTLS and use SMTPS.




High 150500671 |USA 00ss - Charter Comm, home USG |[USG20 |The device work fine for few days, but when
having non-specific failure to pass symptom happening the device can't access to
traffic internet any more.(needs reboot device to

recover it)

Medium [150600437 |FR Issue HA USG300 ZW310 |After inactivated VLAN1O interface.

And pickup device HA function(then device will
transmitted GARP to internet), and PC will got
IP address from inactive VALN interface.

Low 150500319 |SE After rebooting USG, the UsG40w After rebooting USG, the customer has to

customer has to remove and add .
. remove and add the cellular interface from
the cellular interface from WAN
Jone WAN zone.
Medium {150700285 |CH Local PC use FTP Client cannot list |USG20W [Topology:

Remote DUT by VPN tunnel. PC1---DUT1---WAN---DUT2----PC2
1. DUT1 built IPSec VPN tunnel with DUT2
2. PC1 use FTP Client access DUT2
3. FTP login is OK. But it cannot do list action

Low 150700094 |DE Create _DSA Cert SelfSigned not UsG20 DSA 1024 bits certificate can be generated. It
shown in GUI but FTP Folder of ) X
USG. can be searched via FTP, but not via GUI.

Medium [150700521 |CZ ZyWALL110 / CZ / ZyWALL110 ZW110 |Strange PPP behavior while there’s specific
PPPOE issue combination of characters in username ($ and

@)
Low 150600680 |HK [USG50]500M drop throughput to [USG50 |The customer has 500M link from ISP.

100M

When ISP is connected directly to PC,
download/upload speed is around 500Mbps
which is tested on www.speedtest.net.

When ISP is connected to USG with default
configuration, download/upload speed is around
280Mbps which is a normal throughput.
However, after he configures virtual interface
and some VLAN, the throughput becomes
100Mbps.



http://www.speedtest.net/

Medium

150200529

NO

ZyWALL110; DUID input fields is
too small

ZW110

DHCPv6 DIUD is too small.

Medium

150600067

CH

USG100 DHCP server size > 254

USG
Series

By default configuration:

LAN1 192.168.1.1/24

LAN2 192.168.2.1/24

DMZ 192.168.3.1/24

Changed LAN1 interface as 192.168.1.1/16 and
extended DHCP pool size more than 255, the
PC can’t get IP address success.

The interface LAN1 IP address is overlap with
other interface subnet. We enhance this by add
a check on GUI to show warning message on
overlap issue.

Medium

150600248

CH

USG100: DHCP Deamon dead

USG
Series

The DHCP daemon not response to client.
DHCP daemon dead is caused by device
configuration conflict that virtual server original
IP address is not belong to the subnet of
incoming interface. We enhance it by add a
check for the non-matching issue.

Medium

150701098

CH

USG110 radius daemon restarts
every 3 minutes

USG110

USG110 radius daemon restarts every 3
minutes

The symptom can be reproduced after applied
customer's configuration.

The space character in group-id generates
wrong groups_radius configuration file and
causes radiusd to exit with error during startup.




N/A

Internal

N/A

elTS#150300296 and 150900099,
we enlarge the maximum number
the time period of connectivity
check.

N/A

Was: The maximum number the time period of
connectivity check is 600 seconds

Is: The maximum number the time period of
connectivity check is 3600 seconds

Medium

150701098

CH

USG110 radius daemon restarts
every 3 minutes

USG110

The RADIUS daemon dead per 3 minutes.

Low

150700599

CH

UNC Path too short

USG60

The table of file sharing path, the folder length
can't over 12 character.

Medium

150600067

CH

USG100 DHCP server size > 254

USG
Series

By default configuration:

LAN1 192.168.1.1/24

LAN2 192.168.2.1/24

DMZ 192.168.3.1/24

Changed LAN1 interface as 192.168.1.1/16 and
extended DHCP pool size more than 255, the
PC can’t get IP address success.

The interface LAN1 IP address is overlap with
other interface subnet. We enhance this by add
a check on GUI to show warning message on
overlap issue.

Medium

150600248

CH

USG100: DHCP Deamon dead

USG
Series

The DHCP daemon not response to client.
DHCP daemon dead is caused by device
configuration conflict that virtual server original
IP address is not belong to the subnet of
incoming interface. We enhance it by add a
check for the non-matching issue.

Low

150600243

DE

USG60W Configuration issue

USG6ow

It will take a long time to show the application
object.

Medium

150700453

Russia

ZyWALL 310. Incorrect sorting by
columns

ZW310

Incorrect sorting in
MONITOR>UTM Statistics>IDP>Occurrence.
Network>NAT>Priority




Medium |150700745 |Russia USG50 - Email Daily Report USG50 |The customer is configured the Email Daily
through IPSec Report to send reports on a mail server that is
located behind the IPSec-tunnel.
Ping from the device to the mail server
192.168.5.15 successfully, but reports are not
sent
Medium [150801051 DE USG200 / Tip 5 virus in dashboard |USG200 |Top 5 virus cannot be queried.
go to wrong link
Medium [150800760 VRPT error message with USG100-|USG100 [VRPT will show error message with USG100-
PLUS plus PLUS.
High 150900159 |TR TR/ USG100 plus/ unable to login |USG100 |[Customer have report that they can’t login to
to device plus device, encounter the same result after reboot.
N/A Internal N/A Enhance DHCP server to support  |N/A Enhance DHCP server to support PXE scenario.
PXE scenario.
N/A Internal N/A Moc!lfy DHCP Server E_xtended N/A Modify DHCP Server Extended Options of
Options of EthernetEdit GUI page, ; ,
\ EthernetEdit GUI page, the dhcpd.conf don't
the dhcpd.conf don't update : :
: : update immediately.
immediately.
Medium |151000311 |Russia USG20. Highest Bandwidth Priority |[USG20 |There is no option "Enable Highest Bandwidth
for SIP Traffic Priority for SIP Traffic" on USG20's web-gui as
on other ZyWALLs but there is the command in
CLI "bwm highest
Medium {150901015 |RU After rebooting the USG20 does USG20 |After rebooting the USG20 does not rise PPPoE

not rise PPPoE automatically

automatically.From the packet trace of
customer's USG20 WAN, there's no PADI from
USG20.The customer claimed that PPPoE could
be connected if dial manually, but not

automatically.




Medium [151001056 |Russia USG 100 - Time Zone USG100 |Moscow, Kazan, Volgograd is using GMT+3
(without daylight savings), but in settings of
N/A Internal N/A Add CLI tg skip t:hat conn_ectlon N/A CLI command example:
removed immediately while #firewall icsa icmp-destroy-session enable
1.ICMP unreachable 2.ICMP TTL . .
. #show firewall icsa status
Expired
Medium (151100441 DE USG210 / Daily report issue if use |USG210 |USG will not detect the incorrect character.
password with " | "
Low 150800878 |CH Error IP format still saved into USG110 |IP format in CLI command has changed. It does
configuration by CLI command not allow to enter “00” or “0” before the
decimal humber.
Medium |151101099 |Russia USG50 - Console_Web USG50 |Unable to access the console from web if using
Java 8 update 51 or above (any browser).
There is no problem with Java 8 update 45 and
below
Medium |151200409 |USA logo not working after log in UsG20 The logo not work in session page.
N/A Internal N/A Improving IDP signature update to |N/A Improving IDP signature update to avoid
avoid sistem crash. system crash.
N/A Internal N/A DNS Inspection support for all N/A DNS Inspection support for all Legacy model.
Legacy model.
N/A Internal N/A Support Huawei E3533 N/A Support Huawei E3533
N/A Internal N/A DNS Inspection for CF or IDP N/A Include a bug fix for GUI for black list enter
license "*twitter*"
Medium [160100248 [Taiwan Policy route cannot control IPsec |USG100 [The customer build site to site VPN between
rule two sites. There is no problem to ping each
other when VPN tunnel is established.
Medium (160100922 |CH USG20W: VPN Site to Site USG20W |In the log shows the tunnel will disconnect

disconnects all the time (Brandi)

immediately after tunnel established success.




Medium {150701098 |CH USG110 I"a.dIUS daemon restarts USG110 The RADIUS daemon dead per 3 minutes.
every 3 minutes

Low 160100264 |DE L2TP auth. to Radius does not ZW1100 .
works after update from 413p1c0 Aftir up.grad:jng_to de.49’ L2TP cannot be
to 413p1_wk49. authenticated via radius server.

Medium {150401063 |CH SHA2 support USG110 |1. USG can self generate certificates with the

SHA-2 hash

2. During Microsoft and Google will not support
for SHA2 certificate in 2016, so most enhancing
it before 2016.

3. CA generator replaced by OpenSSL.

N/A Internal N/A When IPsec tunnel with domain N/A When IPsec tunnel with domain name in my
name in my address/peer address, address/peer address, the tunnel cannot live
the tunnel cannot live too long. too long.

N/A Internal N/A CVE-2015-7547 vulnerability N/A CVE-2015-7547 vulnerability

N/A Internal N/A When IPsec tunnel with domain N/A The internal rule point of ext_config was not
name in my address/peer address, updated to the new address when DNS query
the tunnel cannot live too long updates an internal rule. If someone removes

the rule configuration from Quicksec, the
remove mechanism will remove wrong internal
rule.

Low 160200257 |DE The VPN tunnel can’t establish USG200 |Remove the "DONT FRAGMENT BIT" from IP
success. 0/USG20 |header of IKE packet for the MTU issue.

Medium |160400995 |Russia RDP service through SSL tunnel USG40W |The root cause is geting local disktop size
can’t use FullScreen mode (on absolute value, the solution is setting Full
IElli. tunnel automatic.

N/A Internal N/A Add ISAKMP VID for ZyXEL N/A To distinguish the ISAKAMP is from ZyXEL or

USG/ZyWALL and ZyXEL ZLD.

other vendor.




N/A 160600575 |Russia Customer set a set a ppp interface USG50
and name "ethl1" and then users GUI don't limit the reserved words name(ex:
apply the configuration et, vlan, br). It affect mapping external
file(startup-config). It will show interface name into internal interface name
the error message "% System wrong when xml get the correct rip interface
fatal error: 3005105." on the information.
console.
Medium [160800459 |Russia USG 50. AD The customer has problem with authorization
external user on AD through ZyWALL.
The user mizurev belongs to the group
Programmers.
The user mizurev can pass validation on AD but
the test result of the ext-group-user shows the
user mizurev doesn't belong to this group.
N/A Intemal N/A gfgiégijgpooainssl-l.0.2a for N/A Upgrade to openssl-1.0.2a for TLS1.2 support
N/A Internal N/A Ipad mode config+L2TP sress N/A In devcie 40w setting mode config and L2TP
produce core dump - that ipad mode config and pc L2TP conection
success
- that ipad and pc conection internet: youtobe,
line, yahoo...... etc
- device produce coredump after 1 hr
N/A Internal N/A Setting mode config and L2TP, PC |N/A In device setting: ipad mode config and L2TP

can not connection L2TP tunnel

- connection L2TP success first, then connection
ipad mode config success

- connection ipad mode success first, then
connection L2TP fail




N/A Internal N/A Add CLI command to disable N/A Disable detect :
abnormal tcp flags detect. “firewall abnormal_tcp_flag_detect deactivate”
Enable detect :
“firewall abnormal_tcp_flag_detect activate”
Know Issue:
FW Vesion Model Symptom Reé)orted SPR No.
ate
. . - . . e 120725857
Symptom: If we import multiple certificate with same subject name to my certificate,
ITS-r34073 | USG1000 |0 the IPSec VPN tunnel with certificate will fail to build up 2012/07/25 120718294
120725860
User can’t use IE browser login to device with GUI when device use certificate with
RSA keys less than 1024 bits in length for HTTPS service.
Note: The user will encounter this issue only if user had update Microsoft security
ITS-WK45- patch (2661254: Update for minimum certificate key length.
r36005 USG2000 http://technet.microsoft.com/security/advisory/2661254). 2012/11/23 1121123900
Workaround: Customers need to use certificates with RSA keys greater than or
equal to 1024 bits in length for HTTPS service.
The below four cases, the EPS checking details will pass when EPS checking
condition select (B) but client install (A) software.
ITS-WK47- All 1.(A)McAfee AntiVirus Plus 2012, (B)McAfee AntiVirus Plus 2011 2012/11/26 N/A
36239 2.(A)McAfee Internet Security 2012, (B)McAfee Internet Security 2011
3.(A)McAfee Total Protection 2012, (B)McAfee Total Protection 2011
4.(A)Avira AntiVirus 2012, (B)Avira AntiVirus Personal 2009



http://technet.microsoft.com/security/advisory/2661254

